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Motivation: Cybersecuri y 

RSA encryption, developed by Rivest I Sharr.tir 1 
and Adlcman

1 
makes up much of onli1 sC"Curity 

torlJ.1y. \i\f r! r �y on it l'VC'ry rlAy when 11si ng ,vch 
hrm11;rsr-rs, 0.mniJ

1 
ontin� hn.nking: ano nny sitr.- thn.t 

bcgans with 1bttps:/ f' to prot�t onl ine priwicy. The 

basis oF RSA is a .ma.1hemu.iiral problem kucw,in as 
prim.e Jadorization, where the goal i.."i t<J find the 
pr1 me facLm::1 1 p .aml q or a given IJUI ti Uel' 'JI.� 

N = pq 
If .ll{ is large enough i it is nearly impossible to re­
cover p and q1 ma!king RSA practically im�iblc to 
hack. This assumption fails ho�\fC'Ver when quantum 
computing in particular Sbor:s algori bm

1 
is intro­

duced. Fig. 1 i� one of today's q11rmt.um computers. 

IBM Q 

Fi�ure 1: IBM's. 50 qubit qua11tum compuli:er 

l1nportant Definitions 

• Encryption: prn� of encoding (securing) 
i11fon1 tatio11, t U!Ltl!ing it into a gatLled mes&ig"'e 
for ru1yOt!Le ,vho does not hav a. key to decode 
the information wit.h. 

• Algorithm: Mite set of ,,rell-dcfined 
instructions for the computer to solve 
prohlcm!-), proc� dat.n

1 
and leam from 

i11fo1111otion. 

• Qua11,t1.im Computing: a. c.ompfotcly <liffc•�nt 
method of oomputn.tion, utilizing n nniqucl 
qnn.nt,um mrehanir-al prirnciplc, s,1.pe.rpo.rri.tion 

Goal: B,uild and Demonstrate Shor's Algoritlnn 

\.Vrit · a omput r program ha simulates Shor1s algorithm fror luickly finding prime fa tors. 

'Ihne Complexity 

A frmml;,tticmn.1 part of algorithm dt�velopment ts 
time c:omplw::j t '. How dcJC,1 U LC� time it takes a 
t."UmJmter Lo complete a ta."ik t:it:ale with th"' amount 
or sire of informalirnt imtp1tt? Expouential i1ne 
algorithm� frul witl1 larg euuugh iuputs, im.:ludiu.g 
lasoical pdrne fadortzati011. Th L ,t kHuWH 

alp;orithm on th bi� t supcrcomp1.1tcrs would stm 
take 3000 years to factor c andard RSA, 1Oi50 

digit rmmher (Fig.2). Supcrpo.sition allO\i;, � quan­
tum computers to perform a huge numher of 
computations simnlt.aneonsly, th.e ha.<ris for the 
speed-up in quantum algorithm�. Slwr's 
algorithm tun1S factorization. ]Dto a fMSible, 
po 1. non1ial in1P- problem. 

Size of N Classlcru Quantum 

RSA�2501 3CNJO years 
ti 0"250 digits) 

Minutes 

RSA-6001 >'15,000,000,000 Hours 

1(10"'800 digits) yea,s 

Figure 2; es-t, mated classical vs. q1.1<11nh.1 m factoring ti mes 

l\1ethod: Steps 

o Choose random number a < 1V ( classic.al step) 
Use Euchd' algorithm to find relatively prime a 

and .. N. 
o Us JJ riotl-fin<l111.1; suLruuUu to fiud 1,eriod r f 

funcUon 1 /(x) = az1nod(lv) . (quantum st p) 
This st1 p is wh re the quantum advant�c comes 
in. ]t output� only <.: rtain val Lt� wt h a high 
pmh.a hil mt.y of yidoi rig UlC period . 

F
°

Lgurc 3: \alucs dct.c-rm�ned �• quantnrn ,:,;ubroulinc 

o Extra tion of th Pcrjod ( c.l8.58kal step) 
Ba� rm tbc measured '\,'J.llues above1 the per[od 
can be extracted by mn.thematkal manipulation . 

R.esu1ts: Shor's Algorith1n Progran1 

1. Ve sucoessf ully dernon trated this use of both cl�ic-al and quantum con1putation by using the p thon 
programming language for classical clements of this algorithm and a program called qiskit for the quantum 

clements. Q1skit is IBNI is quantum sin1Ltlation program1 which. allo1-vs virtual access to their quantum computer 
for tasks within the scope of the 50 q11bi system. The cir. uit below (Fig.4) i� a liisual of Shor' s cp 2. 
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Figure 4: qu�nrtum circuit for our She>1', �lgorithm step 2 with 4 ir,put. ,qubit:,, faewring 15 

Discussion 

Fi . 5 sl'LO\\rs our expcrjm ntal • mpar1oon bet.ween 
a standard classical factoring algori hm and our mm­
p lr.mrnt ,nt.ion of Sl10r1

fl n.lgori hm. Rr.r-.rui� thf! mun­
her of input q u hits 1wailahlc iR only 32, 12.1 wn."'"l tJ1c 
mnxirnnm number Shor �.xml<l fndor. The dn.--i.�ir.al 
program Vffl.':) very efficient until numht!rs of almut 
1010 digits long. 10'232 is da..'i..-;,ical c.:mnput ing\� ah� 
t:iolute kuuwn ma.ximwn. Quantwn wmvuting� iH 

Utoor_y1 wm wsHy be able to factor 10000 om.:e corn­
puters \.V it.h. 10001s of qubits exh,· . 

N ctaulcal Quantum 

115 <1  ,sec 8.1 657 sec 

69 <1  sec 548.1 1165 sec 

1 11 1 <1  sec 9179.5129 sec 

123 <1  sec 947 .2438 sec 

1G"'9 1 8  m needs >32 qublts 

·10.11,232 number field sieve needs 1 O0lls qu'.brts 

"10"600 intraci:ab1e needs 1 OOOs qubits 

•RSA standard N-siz,a 

Docs Shor's a]gorithm put all intern t security at 
risk'! ot right nm'1, hnt a.,o;; rpu.rnt11m rompn tern 
progr� so must encryption �chemes. Current ly re­
sca.rch i5 being don� �n qruumtum and post-quantmr� 
cryptography o0 w" are prepair,oo wbe1 L l O ,U00-quLit 
quautum oomputerb are t.le\.·eloµecJ. 
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