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Motivation: Cybersecurity

RSA encryption, developed by Rivest, Shamir,
and Adleman, makes up much of online security
today. We rely on it every day when using web
browsers, email, online banking, and any site that
beging with "https://* to protect online privacy. The
basis of RSA is a mathematical problem known as
prime factorization, where the goal is Lo find the
prime factors, p and ¢ of a given number N.
N=pg

Il N is large eneugh, it is nearly impessible te re-
cover p and ¢, making RSA practically impossible to
hack. This assumption fails however when guantum
computing, in particular Shor’s algorithm, is intro-
duced. Fig. 1 is ene of today's quantum computers.

Figure 1: IBM’s 58 qubit quantum computer

Important Definitions

e Encryption: process of encoding (securing)
information, turning il into a garbled message
for anyene who does net have a key to decede
the information with,

o Algorithm. finite set of well-defined
instructions for the computer to solve
problems, process data, and learn from
information.

o Quantum Computing: a completely ditferent
method of computation, utilizing a uniquely
quantum mechanical principle, superposition

Goal: Build and Demonstrate Shor’s Algorithm

Write a cemputer pregram that simulates Shor's algorithm fer quickly finding prime facters.

Time Complexity

A foundational part of algorithm development is
titne complexity. How does the time it takes a
computer Lo complete a task scale with the amount
or size of information input? Exponential time
algorithms fail with large enough inputs, including
classical prime facterization. The best known
algarithm en the biggest supercomputers would still
take 3000 vears to facter a standard RSA, 10%°
digit number (Fig.2). Superposition allows quan-
tum computers to perform a huge number of
computations simultaneously, the basiz for the
speed-up in quantum algorithms. Sher’s
algorithm turns factorization into a feasible,
polynomial time problem,

Sizaof N Classical Quantuim
RSA-250 3000 years Minutes
{104250 digils)

RSA-600 >15,000,000,000 Hours

(107600 digits) | years

Figure 2: estimated classical vs. quantum factoring times

Method: Steps

©® Choose random number a < N (classical step)
Use Euclid’s algorithm te find relatively prime «
and : ¥

@ Use period-finding subroutine to find period v of
function, f{z) = a*mad(N). (quantum step)
This step is where the quantum advantage cemes
in. [t sutputs only certain values with a high
probability of yiclding the period.
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Figure 3: wlues determined by quantum subroutine
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© Extraction of the Peried (classical step)
Based on the measured values above, the period
can he extracted by mathematical manipulation.

*This is 2 vest senpdification of the mathemeasics behind Shor's algorithen

Results: Shor’s Algorithm Program

We successfully demonstrated this use of both classical and quantum computation by using the pythen
programming language for classical elements of this algorithm and a pregram called aqiskit for the quantum
elements. Qiskit is IBM's quantum simulation program, which allews virtual access to their quantum computer
for tasks within the scope of the 50 qubit system. The cireuit helow (Fig4) is a visual of Shor's step 2.
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Figure 4; quantum circuit for our Shor's algorithm step 2 with 4 input qubits, factoring 15

Discussion

Fig. 5 shows our experimental comparison between
a standard classical factoring algorithm and our in-
plementation of Shor’s algorithm. Because the num-
her of input qubits available is only 32, 123 was the
maximum number Shor could factor. The classical
program was very efficient until numbers of about
10" digits long, 10°® is classical computing's ab-
solute known maximum, Quantum computing, in
theory, will easily be able to factor 10% once coni-
puters with 100@'s of qubits exist.

15 | <1 sec 8.1857 sec
69 | <1 sec 548.1185 sec
111 <1 secC 979.5129 sec
123 <1 sec 947.2438 sec
1049 | 18 min naeds >32 qubits
*1072232 | number fisld sieve needs 1000s qubits
*107600 intractabile needs 10003 qubits

*RSA standard N-slze

Figure 5: classical vs. quantum testing results

Does Shor’s algorithm put all internet security at
risk? Not right now, but as quantum computers
progress so must encryption schemes. Curreritly re-
search is being done in quantum and post-quantum
cryptography so we are prepared when 10,000-qubit
quanturmn computers are developed.
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