x University of North Florida

UNIVERSITY of ..
UNF NORTH FLORIDA. UNF Digital Commons
UNF Graduate Theses and Dissertations Student Scholarship
2020

Performance Evaluation of Long Range (LoRa) Wireless RF
Technology for the Internet of Things (IoT) Using Dragino LoRa at
915 MHz

Victor Hugo Lopez Chalacan
University of North Florida, n01429272@unf.edu

Follow this and additional works at: https://digitalcommons.unf.edu/etd

b Part of the Electrical and Electronics Commons, and the Systems and Communications Commons

Suggested Citation

Lopez Chalacan, Victor Hugo, "Performance Evaluation of Long Range (LoRa) Wireless RF Technology for
the Internet of Things (IoT) Using Dragino LoRa at 915 MHz" (2020). UNF Graduate Theses and
Dissertations. 986.

https://digitalcommons.unf.edu/etd/986

This Master's Thesis is brought to you for free and open

access by the Student Scholarship at UNF Digital

Commons. It has been accepted for inclusion in UNF

Graduate Theses and Dissertations by an authorized \
administrator of UNF Digital Commons. For more

information, please contact Digital Projects. UNIVERSITY of
© 2020 All Rights Reserved UNF NORTH FLORIDA.


http://digitalcommons.unf.edu/
http://digitalcommons.unf.edu/
https://digitalcommons.unf.edu/
https://digitalcommons.unf.edu/etd
https://digitalcommons.unf.edu/student_scholars
https://digitalcommons.unf.edu/etd?utm_source=digitalcommons.unf.edu%2Fetd%2F986&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/270?utm_source=digitalcommons.unf.edu%2Fetd%2F986&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/276?utm_source=digitalcommons.unf.edu%2Fetd%2F986&utm_medium=PDF&utm_campaign=PDFCoverPages
https://digitalcommons.unf.edu/etd/986?utm_source=digitalcommons.unf.edu%2Fetd%2F986&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:lib-digital@unf.edu
http://digitalcommons.unf.edu/
http://digitalcommons.unf.edu/

Performance Evaluation of Long Range (LoRa)
Wireless RF Technology for the Internet of Things (IoT)
Using Dragino LoRa at 915 MHz

by
Victor Hugo Lopez Chalacan

A thesis submitted to the School of Engineering in partial fulfillment of the requirements for the
degree of

Master of Science in Electrical Engineering

University of North Florida

College of Computing, Engineering, and Construction

November 2020



THESIS CERTIFICATE OF APPROVAL

This thesis Performance Evaluation of Long Range (LoRa) Wireless RF Technology for the
Internet of Things (IoT) Using Dragino LoRa at 915 MHz, submitted by Victor Hugo Lopez
Chalacan in partial fulfillment of the requirements for the degree of Master of Science in Electri-
cal Engineering has been:

Approved by the thesis committee: Date:

Hemani Kaushal, Ph.D.
Instructor / Lead Advisor of Electrical Engineering
Committee Chair

Zornitza Prodanoff, Ph.D.
Professor of Computing Engineering
Committee Member

Brain Kopp, Ph.D.
Assistant Professor of Electrical Engineering
Committee Member

Accepted for the School of Engineering:

Osama Jadaan, Ph.D.
Director, School of Engineering

Accepted for the College of Computing, Engineering, and Construction:

William Klostermeyer, Ph.D.
Dean, College of Computing, Engineering, and Construction

Accepted for the University:

John Kantner, Ph.D.
Dean, Graduate School

i



ACKNOWLEDGMENTS

First and foremost, I would like to thank my God, Jesus Christ, my savior, for giving me life, health,
family, and all the necessary resources to fulfill this dream and make it come true. Everything has

come through God; therefore, all the glory be to God.

I want to express my very profound gratitude to my wife Normita Lorena Paredes and my sons
Julian Valentino and Ezequiel Salvatore for all their marvelous support; they are my motivation to

work eagerly every day.

Similarly, I would also like to thank my parents Gladis and Jose, my parents-in-law Normita and
Gonzalito, as well as an enormous thanks to my sister-in-law Carolina Stefany Paredes who al-
ways helped me and encourage me in my studies. This accomplishment would not have been
possible without their help and support. In addition, I must express my very profound gratitude
to my brother Jose, my sisters Mireya and Jeannethf, and my brother-in-law David, for providing

blessings, good wishes, and continued encouragement.

I would like to express my sincere gratitude to my supervisor and mentor, Dr. Hemani Kaushal, for
her continuous support, patience, motivation, and immense knowledge. In the same way, I would
also like to thank my co-supervisor, Dr. Zornitza Prodanoff, whose expertise was invaluable in
formulating the methodology. Their guidance helped me for the duration of the thesis writing. I
could not have imagined having a better supervisors for my thesis. Besides my supervisors, I would
like to thank the rest of my thesis committee, Dr. Kopp, for his encouragement and insightful
comments. Furthermore, I would like to acknowledge Dr. Touria El Mezyani, who provided me

with the laboratory and tools that I needed to complete my thesis successfully.

I would also like to thank my friend and researcher, Jairo Fabian Basto, who introduced me and
encouraged me to research this thesis deeply. Many Thanks for his help, support, and constant

willingness to share his knowledge.

1l



Contents

Acknowledgments
Contents

List of Tables

List of Figures
Abstract

1 Introduction
1.1 Motivation . . . . . . .. L e e e e e
1.2 Literature SUIVEY . . . . . . v v vt vt e e e e e e e e e e
1.3 Description of the Research Project Architecture . . . . . . ... ... ... ...
1.3.1 Block 1-Sensors-EndNodes . . . ... ... ...............
1.32 Block2-Gateway . . . . . . . . .. ..
1.3.3 Block 3 - 10T Cloud Platforms: Network and Application Servers . . . . .
1.4 Thesis Contributions . . . . . . . . . . ... L

1.5 Thesis Organization . . . . . . . . . . . . ot i e

2 LoRa and LoRaWAN Technical Overview
2.1 LoRaWAN Network Fundamentals . . . . . . . . . . . . . . . . ... ... ....
2.1.1 LoRaWAN Network Architecture . . . . . . . . . . . . . ... .. ....

2.2 LoRa Modulation and Demodulation . . . . . . . . . . .. .. .. .. .. ...

v

iii

vi

viii

xii

xiii

10
10
13
14
17



2.3 LoRaWAN Regional Parameters . . . . . . ... ... ... .. .......... 26

2.4 LoRa Adaptive DataRate (ADR) . . . . . . . . . . ... ... .. .. ... ..., 29

3 Methodology and Equipment Configuration 33
3.1 IoT Application on The Things Network Server Integrated with Cayenne . . . . . . 33
3.1.1 Hardware - Gateway Configuration on TTN Server . . . . . .. ... ... 34

3.1.2 TTNIoT Server Configuration . . . . . . . .. .. .. ... .. ...... 35

3.1.3 Hardware Connection - Temperature, Humidity, and Flame Sensors . . . . 40

3.1.4 Software Arduino IDE - Sensor Programming on TTN Server . . . . . .. 41

3.2 Field Test Device Configuration on TTN Server . . . . . .. ... ... ...... 43

3.3 Cayenne Integration . . . . . . . . . ... 45

3.4 IoT Application on ThingSpeak Server . . . . . . .. ... ... ... .. ... ... 47

4 Results and Discussion 58

4.1 Results of IoT Application on The Things Network Server Integrated with Cayenne 58

4.2 Results of Field Test Device Configuration on TTN Server Integrated with Cayenne 62

4.3 Results of 1oT Application on ThingSpeak Server . . . . . . ... ... ... ... 63
4.4 Indoor Environment - Experimental vs. Theoretical . . . . . ... ... ... ... 64

4.5 Outdoor Environment Tests . . . . . . . . . ... ... Lo 73
4.5.1 Adaptive Data Rate Feature Test . . . . . . .. ... ... ... ...... 74

4.5.2 Propagation Study . . . . . .. ... 76

S Conclusion and Future Work 78
5.1 Conclusion . . . . . . . 78

5.2 Future Work . . . . . . .. 80
References 84
Vita 89



Appendix

vi

90



1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8

2.1
22
2.3
24
2.5
2.6

3.1
3.2
33

4.1
4.2
4.3

List of Tables

Theoretical values of SNR limit for various SF. . . . . . .. ... ... ... ... 5
Componentsof Block 1 . . . . . . . . . .. .. ... . .. 10
Specifications of Field Test Device . . . . . . . ... ... ... ... ....... 11
Dragino Gateway Feature Comparison . . . . . . . . ... . ... ... ...... 12
LoRaWAN Keys of Security . . . . . . . . . . ... .. . ... ... ... 13
Radio Parameter Settings . . . . . . . . . . . ... 14
Equipment used for Indoor Environment Test . . . . . .. .. ... .. ...... 16
Equipment used for Outdoor Environment Test . . . . . . . ... ... .. .... 17
Definitions . . . . . . . . .. L 23
US 902-928 MHz FrequenciesPlan . . . . . . .. ... ... ... ... ..... 27
LoRaWAN Regulation for North America . . . . . ... .. ... ......... 28
US 902-928 Channel LoRa Characteristics . . . . . . . .. . ... ... ...... 28
Example Link Margin Calculation . . . . . .. ... ... .. .. ......... 30
Adaptive Data Rate MAC Commands . . . . . .. ... ... ... ........ 31
Gateway Configurationon TTN Server . . . . . . . . . .. .. ... ... .. ... 35
Pin Connections of the Sensors on TTN Server . . . . . . ... ... ... .... 40
Connection Pins of the Sensors on ThingSpeak Server . . . . . . . ... ... ... 55
Tabular Representation of Datasets for Which ToA < 400 ms foreachSF . . . . . 65
t-Test: Two-Sample Assuming Equal Variances . . . .. .. ... ... ... ... 73
Experimental vs. Theoretical RSSI . . . . . .. ... ... ... ... .. ..... 75

vil



4.4  Cloud RF Settings

viil



1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10

2.1
22
2.3
24
2.5
2.6
2.7
2.8
2.9
2.10
2.11

List of Figures

Comparison of LPWAN Technologies [S] . . . . . . . ... ... ... ...... 2
Comparison of Wireless Technologies - Peak Data Rate vs. Maximum Range [6] . 2
Relationship Between Link Budget and Rx Sensitivity [14] . . . . . .. ... ... 5
Typical Attenuation on 900 MHz Frequency by Different Materials [14] . . . . . . 6
Description of the Research Project Architecture . . . . . . ... ... ... ... 9
Dragino LoRa IoT Development Kit [25] . . . . ... ... ... ... ...... 9
Field Test Device LoORaWAN 915MHz ARF8124AA . . . . . .. ... ... ... 11
Dragino Gateways LG01-N LoRa and LG308 LoRaWAN . . . . . ... ... ... 12
Different Settings Between SFand BW . . . . . .. . ... o000 15
Time on Air Measurement Scheme . . . . . . . ... ... ... ... ... ... 16
LoRa and LoRaWAN Technology Stack . . . . . ... ... ... ... ...... 19
LoRaWAN Architecture . . . . . . . . . .. . . 20
FSK Modulation . . . . . .. .. . . e 21
Up Chirpand Down Chirp [36] . . . . . . . . . . . . ... .. ... ... ... 22
[lustration of the Sweep Signal Length . . . . . . . ... ... ... .. ..... 23
LoRa Physical Frame . . . . . . . .. .. ... .. ... 24
Energy vs. BitRate [38] . . . . . . . . . . ... 25
LoRa Demodulating [37] . . . . . . . . . . . . e 26
US 902-928 MHz Frequencies Up-link and Down-link . . . . ... ... ... .. 27
ADR Procedure Command Flow . . . . . ... . ... ... ... ... ..., 31
Sensor ADR Procedure [44] . . . . . . . . ..o 32

1X



3.1
3.2
33
34
3.5
3.6
3.7
3.8
39
3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
3.20
3.21
3.22
3.23
3.24
3.25
3.26
3.27

Architecture of IoT Application on TTN Server Integrated with Cayenne . . . . . . 34
Dragino LGO1-N LoRa Gateway Configuration on TTN Server . . . . . . ... .. 36
Register Gateway Information on TTN Server . . . . . . . . ... ... ... ... 37
Application and Device Registration on TTN Server . . . . . . . .. ... ... .. 37
Register Deviceon TTN Server . . . . . . . . . . . . ... ... ... .. ..... 38
Device Settings . . . . . . . . .. 38
Device OVerview . . . . . . . . . o e e 39
Payload Formats Cayenne LPP . . . . . . . .. ... ... ... ... .. ..... 39
Sensors Connected to LoRa Shield onto the ArduinoUno . . . . . ... ... ... 40
Declarationof the Pins . . . . . . . ... .. .. 42
Settings Keys . . . . . . . L 42
Configuration of the Up-link Transmission Frequency . . . . . . . . ... ... .. 42
Gateway LG308 Configuration at TTN Server . . . . . . ... .. ... ... ... 43
Keys generated from TTN Server for FTD with ABP Activation Method . . . . . . 44
[oT Configurator 1.4.1forFTD . . . . . . . . .. ... .. .. .. ... ...... 44
MyDevices Cayenne Integrationon TTN server . . . . . . . ... ... ... ... 45
Cayenne Integration of Sensors from Dragino Tech Development Kit . . . . . . . . 46
Cayenne Integration of Adeunis Field Test Device . . . . . .. ... .. ... ... 46
Cayenne Integration of Any Sensor Registered at TTN Server . . . . . . . .. ... 46
Architecture of IoT Application on “ThingSpeak” Server . . . . . ... ... ... 47
New Channel on ThingSpeak server . . . . . . ... ... ... ... .. ..... 48
Channel Settings on ThingSpeak Server . . . . . ... .. ... ... ... .... 48
Channel ID and Author on ThingSpeak Server . . . . . . ... ... ... ..... 49
MQTT API Key on ThingSpeak Server . . . . .. .. ... ... ... ...... 49
MQTT Broker Profile Settings . . . . . . . ... ... ... ... ......... 50
MQTT Publish Command . . . . . . . . ... . . . ... . 51
Update Data on ThingSpeak Channel by MQTT Publish Command . . . . . . . .. 51



3.28
3.29
3.30
3.31
3.32
3.33
3.34
3.35
3.36
3.37
3.38

4.1
4.2
43
4.4
45
4.6
4.7
4.8
49
4.10
4.11
4.12
4.13
4.14
4.15
4.16

PuTTY Configuration . . . . . . . . . . . ... . 51

Linux Mosquitto Command to Publish Data at the ThingSpeak Channel . . . . . . 52
Updated Data on ThingSpeak Channel by Mosquitto Command . . . . . . .. .. 53
Gateway LoRaWAN Server Settings on ThingSpeak . . . . . .. ... ... ... 53
Gateway Radio Settings on ThingSpeak . . . . . .. ... ... ... .. ..... 54
Gateway MQTT Server Settings . . . . . . . . . . . ... .. 54
Gateway Sensor Channels . . . . . . . .. ... ... ... . . 55
Sensors Connected to LoRa Shield on ThingSpeak Server . . . . . . .. ... ... 56
Declaration of the Pins on ThingSpeak Server . . . . . . . ... ... ... .... 56
Local Channel ID Setting on ThingSpeak Server. . . . . . . ... ... ... ... 57
Radio Settings on ThingSpeak Server . . . . . ... ... ... .. ... ..... 57
Packet Received by The Things Network . . . . . . . ... ... ... ... .... 59
Cayenne Dashboard Overview . . . . . . ... . ... ... ... ... ..... 59
Temperature and Humidity on Cayenne Server . . . . . . . .. ... ... ..... 60
Data on Cayenne Mobile App . . . . . . . . . ... 60
Flame Sensor Test Against Sunlight [llumination . . . . ... ... ... ..... 61
Luminosity Trend on “IoT in a Box (myDevices)” Server . . . . . ... ... ... 61
Cayenne Live Data from Field Test Device . . . . . . ... ... ... ... .... 62
FTD on Cayenne Mobile App . . . . . . . . . . . . it 62
Channel Viewing on ThingSpeak Server . . . . . . . ... .. ... ... ..... 63
Experimental Timeon Air . . . . . . . . . . .. L L 64
Summary of Datasets Used for Experimentation with Different Payload Values . . 65
ToA vs. SF, CR, and BW (120 Combinations) . . . . . . . . ... ... ... ... 66
ToA vs. SF, CR, and BW (Distribution of the 57 Combinations) . . . ... . ... 67
ToA vs. Payload for Different Valuesof SF . . . . . ... ... ... ... .... 68
ToA vs. SF for Different Valuesof CR . . . . . . ... .. ... ... ... ..., 68
ToA vs. SF for Different Valuesof BW . . . . .. .. ... ... ... .. ..., 69

X1



4.17
4.18
4.19
4.20
4.21
4.22
4.23
4.24

5.1
5.2
5.3

ToA vs. BW for Different Valuesof SF . . . . . . . . . . . . .. ... ... ... 70

LoRa Modem Calculator Tool for ToA . . . . . ... ... ... ... . ..... 70
Experimental vs. Theoretical ToA for Different Valuesof SF . . . . . . . ... .. 71
Experimental vs. Theoretical ToA for Different Valuesof BW . . . . . .. .. .. 71
Experimental vs. Theoretical ToA for Different Values Payload . . . . . . .. . .. 72

The LoRa Testbed Showing Gateway (left) and FTD (right) using the “Google Earth” 74

RSSI and SNR vs. Distance for Different SFs . . . . . . .. ... ... ... ... 75
Propagation Study . . . . . . . .. 76
First Floor Building 4 at University of North Florida . . . . . .. ... ... ... 81
Integration Platforms on IoT in a BoX from My Devices . . . . . ... ... ... 82
5-way Flame Sensor Coverage Angles . . . . . . .. ... .. ... .. ...... 83

Xii



ABSTRACT

Internet of Things (I0T) is a developing concept that introduces the network of physical sensors
which are interconnected to each other. Within this smart environment, smart objects use the
inter-connectivity to process, communicate, and exchange data among themselves without any
human interaction. Some sensors are wirelessly connected among themselves and to the internet.
Currently, 10T applications demand substantial requirements in terms of Radio Access Network
(RAN) such as long-range outdoor coverage, environmental factors, obstructions, interference,
power consumption, and many others. Also, the current wireless technologies are not able to
satisfy all these requirements simultaneously. Therefore, there is no single wireless standard that
would predominate the [oT. However, one relevant wireless radio solution to 10T is known as Long
Range Wide Area Network (LoRaWAN), which is one of the Low Power Wide Area Network
(LPWAN) technologies [1]. LPWAN has appeared as a significant solution to offer advantages such
as long-range coverage connectivity with low power consumption, an unlicensed spectrum, and
affordability. Most likely LoRa with the inherent long-range coverage and low power consumption
features will become the “go-to” technology for IoT applications [2]. LoRa is a novel solution that

is attracting considerable attention for both academic and industrial purposes [3,4].

For that reason, the proposed research entails the feasibility analysis and performance evaluation
of LoRa communication focusing on the physical layer, which involves the radio configuration
parameters such as Spreading Factor (SF), Signal Bandwidth (BW), Coding Rate (CR), and pay-
load size. This experimental work includes connecting to different IoT servers in the cloud, such
as “The Things Network” (TTN), “ThinkSpeak”, and integration with “Cayenne”. Therefore,
348 (120 first + 228 second test) different configurations are carried out among SF, BW, CR, and
payload in order to measure the impact on Time-on-air (ToA). When a payload size of 25 bytes (2
sensors) was connected to the ThingSpeak server, only 57 out of 120 configurations met the FCC’s
requirement on ToA (< 400 ms) [S]. It was observed that the number of configurations reduced

further to 23, when the payload size was increased up to 118 bytes (10 sensors).

Xiil



Chapter 1

Introduction

The increase in the number of low power wireless technology devices has brought a revolution in
the past few years. It is expected that more than 50 billion devices will be connected to the internet
by wireless networks. The interconnection is more frequent among “things” to the internet, mak-
ing the “Internet of Things” (IoT) increase in popularity every day. Wireless communications are
the future to connect things to the internet and this becomes more demanding during the transition
period from the fourth-generation wireless network to the fifth-generation network. One prominent
technology for the IoT is LoRa (Long-Range) technology, which is provided by the 3rd Generation
Partnership Project (3GPP) group and is specially designed for low-power and long-range wire-
less communication. LLoRa is one of the Low Power Wide Area Network (LPWAN) technologies,
based on the spread spectrum technique. This technology is suited for the applications that re-
quires the transmission of low data rate over longer distances. Some of the LPWAN technologies
include LoRa, Sigfox, and Narrow Band (NB)-IoT. A comparative study of LPWAN technologies
was carried out by Kais Mekki et al. and is presented in Figure 1.1. They showed that LoRa
and Sigfox have benefits in terms of long-range, capacity, cost, and battery lifetime. In contrast,
NB-IoT is advantageous in terms of quality of service and latency [6]. Also, LoRa has prominent
benefit for coverage range (roughly 10 km depending on line-of-sight) over other wireless tech-
nologies such as short-range Wi-Fi, Bluetooth, Zig-Bee, and long-range cellular communications.
Figure 1.2 shows the comparison of maximum theoretical range and data rate for various wireless

technologies [7].
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LoRaWan was developed in 2012 and the standard of LPWAN is made by LoRa Alliance with
the LoORaWAN() specification which defines all the protocols to ensure interoperability among
devices [8]. LoRa Alliance members include brands such as Semtech, Cisco, IBM, Foxconn,
Sagemcom, and HP as well as companies such as Bosch, Schneider, Mueller, and Diehl. The
LoRa wireless module (radio chip) is developed by Semtech [9]. LoRaWan technology can be
operated at an unlicensed ISM (Industrial, Scientific, and Medical) radio bands. LPWAN in other
parts of the world, each country defines its own operating frequencies of LoRa. For example,
United States is from 902-928 MHz (usually called band of 915 MHz); Europe operates from
867-869 MHz (868 MHz); China from 470-510 MHz (433 MHz); Korea and Japan from 920-925

MHz; and India from 865-867 MHz [10]. This experimental work applies to ITU region 2 only

(902-928MHz).
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1.1 Motivation

LoRa technology provides considerable advantages, such as long-range, battery lifetime, and af-
fordability [11]. The primary motivation of this proposed research is based on the inherent features
of the physical layer of LoRa. The feature of LoRa is long-range (theoretically 10 km) coverage
with a very low cost which is not achievable by other technologies such as Wi-Fi, Bluetooth, Zig-
bee, etc. That is why LoRa is attracting considerable attention for both academic and industrial
purposes. The coverage range depends on path loss and susceptibility to interference. In other
words, the presence of obstruction, urban density (dense urban, urban, suburban, and rural) can
impact the performance of LoRa. In addition, LoRa has the best radio Link Budget (a typical
value of 157 dBm) of any other standardized wireless communication technologies [10]. The link
budget represents the quality of a radio transmission channel and can be computed by subtracting
the max Receive (Rx) Sensitivity from max Transmit (Tx) Power, which is calculated by the Eq

(1.1). Theoretically, the Rx sensitivity is computed by the Eq. (1.2) [12].

Link Budget (dB) = Tx. Power (dB)— Rx. Sensitivity (dB) (1.1)
e Link Budget = Maximum Link Budget (dB)
e Tx. Power = Maximum Transmission Power (dB)

e Rx. Sensitivity = Minimum Receive Sensitivity (dB)

Rx. SenSitiVity =—174+ 1010g10(BW) + NFLoRa transceiver + SNRimir: for each SF (1.2)
e BW = Bandwidth in Hz
e NF = Receiver architecture Noise Figure (6 dB) for LoRa transceiver chip SX1276

e SNR = Signal to Noise Ratio Limit in dB (depends on SF)



Dragino LG0O1 gateway has Semtech’s transceiver SX1276 that has a NF= 6 dB. The datasheet
of SX1276 LoRa Transceiver is provided in appendix A. The SNR limit is -20 dB for SF = 12.
Increasing the SF for each value, the SNR Limit also changes by -2.5 dB. Furthermore, the Dragino
gateways have the maximum transmitter power = 20 dBm and the default value of bandwidth is
125 KHz [13]. Figure 1.3 explains the relationship between link budget and receiver sensitivity,
as well as details the calculation of received power. For all SF, the receiver sensitivity calculations
is presented in Table 1.1 which considers BW = 125 KHz and NF = Receiver architecture Noise

Figure of 6 dB [14].

Rx. Sensitivity = —174 4 10log;((125000) 4+ 6 — 20 = —137dBm (1.3)

The link budget is computed by Eq. (1.1).

Link Budget = —137dB —20dB = —157dB (1.4)

The expression of received power in wireless communication involves addition of all the gains
provided the transmitter/receiver and subtraction of all the losses experienced during path propa-
gation [15].

ReceivedPower(dBm) = Transmitted Power(dBm) + Gains(dB) — Losses(dB) (1.5)

The received power on wireless communication is mainly affected by path loss, which depends
on distance, frequency, obstruction in the propagation path and structural attenuation. Figure 1.4

shows the typical attenuation on 900 MHz frequency [16].

Furthermore, LoRa is operated an unlicensed ISM radio frequency bands (902 MHz to 928 MHz in
the United States); therefore, the operator is not required to apply for a license at FCC to use the ra-
dio frequency. Also, signal security is another vital motivation provided by LoRaWAN technology

as it provides end-to-end security with AES! cryptographic algorithms.

'AES - Advanced Encryption Standard. “It is a public encryption algorithm based on symmetric secret keys,
allowing message encryption and authentication.” [17]



Power (dBm) EIRP|ERP ., 4, Path Loss and Fading

FCC Part 15 ( 902 - 928 MHz ISM band )

™ 20dém i .
+%(0Pg‘%rg: 20 dsmN g dm f'ePle)[‘ds on: * Max Tx P Up-link: 30 dBm (20 dBm typical)
4 | |-24dB %as | h Istance * Max Tx P Down-link: 27 dBm
| 1 1 I Frequency + Max dwell time (TOA): 400 milliseconds
0dBm : : | : *  Structural attenuation, etc.
lg: 8 1 £ S0 818,
LORa |31 o 8 | | 8 o =2 : Legend
Link Budget | |12 | & :g:: Dath L :g L8 & |l cains (dB)
Ix 18 1eh ath Loss -
157 dB =g :3 ! ’ G 5! 3! - Losses (dB)
i E"dlimg e and Fadlng e gL
1O 1 1 1 1
Dragino | 1 g Ii [ 1 i £ é :
LGO1-N |l 1= | ! lig! ) S |I !
Gateway | | 8 | | [ 1 1 (RSSI)
Semtech [ Sl Llaidemi 1~ zém | Rx Power (dBm)
transceiver : i i i | 5208 oo -100 dBm
S$X1276 1 1 1 I | 1 1
. i F P Ilink margin (dBm)
1 1 1 1 1 I 1
-137 dBM Y — it e

| * Link Budget = Tx Power —

Rx Power (dBm) =Tx Power(dBm) + Gains(dB) — Losses(dB) |

|- ERP(dBm) — ERP (dBm) + 2.15 | |

e

Link margin = Rx Power -

£,

Figure 1.3: Relationship Between Link Budget and Rx Sensitivity [14]

Table 1.1: Theoretical values of SNR limit for various SF

SF | Chips / Symbol | SNR Limits (dB) | Rx. Sensitivity
7 128 -1.5 -125 dBm
8 256 -10 -127 dBm
9 512 -12.5 -130 dBm
10 1024 -15 -132 dBm
11 2048 -17.5 -135 dBm
12 4096 -20 -137 dBm

They provide a secured payload with 128 bits from the LoRa end device to the end cloud server.
LoRaWAN principally employs two keys of security with 128-bits per key: (1) for the network
called Network Session Key (NwkSKey) and (2) for the application called Application Session Key
(AppSKey). The Network Session Key guarantees the authentication of the device in the network;
on the other hand, the Application Session Key guarantees that the network operator cannot access
the information sent by the device (users’ application data) [10]. Other identifiers are Device
Address, Device EUI (DevEUI) which is an end-device serial unique identifier, and Application

EUI or Application Server identifier [18].
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Figure 1.4: Typical Attenuation on 900 MHz Frequency by Different Materials [14]

The following is a summary of the key features of LoRa.

e Long-range coverage (roughly 10 km depending on line-of-sight) with low power

e The best link budget of any other standardized wireless communication technologies

e Operates under unlicensed frequency ISM bands

e Security (end-to-end AES 128 encryption)

e Geo-location (GPS tracking applications)

e Mobility (communication with devices in motion)

e Lower power for operation (requires minimal energy to Transmitter, long battery lifetime 10

years)



The LoRa community, as open-source, is embracing new developers, and this community is en-
couraged to use LPWAN technology related to practical IoT applications. This technology is gain-

ing strength in the IoT field because developers share each other’s knowledge and experiences.

In this thesis, we have configured the LoRa gateway with TTN server and investigated various char-
acteristics of LoORaWAN like Time on Air (ToA), range, etc. We have also computed the statistical
difference between the experimental and the theoretical values for various LoRa configurations,
such as SF, coding rate, payload size, etc. Also, this research will serve as a tool to teach, encour-
age, and share knowledge with students who are pursuing electrical and computing engineering

careers to innovate and create new [oT applications.

1.2 Literature Survey

LoRa attracts considerable attention for both academic and industrial purposes. For example, one
evaluation report by Andrew Wixted et al. evaluates the physical layer characteristics of LoRa
in the central business district of Glasgow - Scotland for both indoor and outdoor locations. The
results showed that L.oRa technology can be a reliable link for 10T applications, reaching outdoor
connections up to 2.2 Km and a small residual packet loss of around 1% [19]. Furthermore, LP-
WAN technology can work with mobile networks, primarily through 4G and 5G [20]. Another
study by Alexandru Lavric and Valentin Popa describes the challenges of IoT with emphasis on

the LoRa. [21].

A similar study was carried out by Ramon Sanchez-Iborra et al., in Murcia - Spain, where the
authors focused on modifying LoRa physical layer parameters such as Spreading Factor, coding
rate, and bandwidth, as well as describing the most appropriate LoRa physical layer configuration
for each scenario. A CR of 4/8, SF of 7 and byte payload of 20/40 were chosen for various
scenarios such as urban, suburban and rural. These scenarios or locations are well defined, such as

urban, suburban, and rural [3]. This study concluded that the LoRa wireless link depends on the



propagation conditions and highlights the trade-off between link robustness and transmission data

rate.

Other studies have demonstrated the need for performing signal coverage simulations for both plan-
ning and decision-making. The signal coverage is the principal feature to decide which is the most
appropriate technology for one specific application. Raul Parada et al. carried out an experiment
in Gran Canaria Island - Spain [22] and proposed the Internet of Things Area Coverage Analyzer
(ITHACA) prototype for LPWAN signal coverage maps. On similar lines, Gilles Callebaut et al.
evaluated the LoRa coverage path loss for the star-of-stars topology in various environments, such
as urban, forest, and coastal [23]. Also, Rida El Chall et al., investigated the LoRaWAN radio
channel in the 868 MHz. This work was carried out for both indoor and outdoor locations (urban
and rural) in Lebanon (Saint Joseph University of Beirut campus). It was demonstrated that the
coverage up to 8 km is obtained in an urban area in contrast to 45 km in rural. They demonstrated

the reliability of this technology for LoRa IoT communications [24].

1.3 Description of the Research Project Architecture

The proposed research project develops an end-to-end IoT application that is carried out using
LoRa wireless communication from Sensors to the cloud via LoRa gateway. Therefore, this re-
search work uses the Dragino LoRa IoT Development Kit 915 MHz, with different LoRa wireless
sensors such as temperature, humidity, and flame sensor. Additional hardware requirements were:
Field Test Device LoORaWAN 915MHz ARF8124AA, Dragino LG308 LoRaWAN Gateway, and
the 5-way flame sensor module. Subsequently, the gateway sends the sensor’s information (via
the Internet) to the IoT cloud servers. The IoT cloud platforms or servers are The Things Net-
work, ThingSpeak, and the integration with Cayenne my Devices. The datasheet of these devices
is provided in the Appendix. The software requirements were: Arduino IDE to program sensors,
Wireshark to measure the delay of packets, and CloudRF to compute the theoretical coverage. The

architecture of the project has been divided into three main blocks, LoRa wireless sensors Block 1,



LoRaWAN Gateways Dragino LG308/LGO1-N Block 2, and IoT Cloud Platforms Block 3 (Figure

1.5).
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Figure 1.5: Description of the Research Project Architecture

The Dragino LoRa IoT Development Kit 915 MHz includes one indoor gateway LGOI1-N indoor,
two Arduino UNO, one LoRa shield, one LoRa GPS shield; flame sensor; relay; photosensitive
sensor; buzzer; ultrasonic sensor; and DHT11 Temperature and Humidity Sensor [25]. Figure. 1.6

displays the kit components.
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Figure 1.6: Dragino LoRa IoT Development Kit [25]



1.3.1 Block 1 - Sensors - End Nodes

Block 1 presents the specifications of various hardware and software tools required for experimen-

tal setup and implementation. Table 1.2 gives a brief description of each component.

Table 1.2: Components of Block 1

Item Name Type / Description
1 Arduino IDE Software to write code and upload it to the Arduino Uno board
2 Hercules Setup Software to configure the Field Test Device
3 Arduino Uno Hardware open-source micro-controller board
4 LoRa Shield Module or transceiver which provides LoRa communications
5 DHT11 Temperature and humidity sensor
6 Flame Sensor | Infrared sensitive to flame wavelengths (760nm to 1100nm), range 60°
7 5 Way Flame S. 5 Way Infrared, detecting range > 120 °
8 | Field Test Device Measures the strength and quality of radio signal

The Field Test term is typically associated with a device that measures the strength and quality
of radio signal; therefore, the Field Test Device LoORaWAN 915MHz ARF8124AA developed
by Adeunis RF (Figure 1.7), provides a connection to the LoRaWAN network and allows user to
measure and view network coverage data such as RSSI (Received Signal Strength Indicator), SVR,
and SF. It also provides additional information such as GPS coordinates, temperature and battery

life [26].

Specifications of Field Test Device (FTD) are presented on Table 1.3.

1.3.2 Block 2 - Gateway

The LoRa gateway is a bridge between the wireless sensors and the internet network. The sen-
sors are connected to the gateway via LoRa technology, and the gateway is connected to the cloud

platform using the Internet. A prior registration of the gateway to the IoT server platform is re-
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LoRa Alliance

Figure 1.7: Field Test Device LoORaWAN 915MHz ARF8124AA

Table 1.3: Specifications of Field Test Device

Parameter Description
Range Up to 25 km
Power Up to 100 mW
Radiated RF power Up to 20 dBm
Sensitivity Up to -140 dBm
Frequencies 902-928MHz
Modulation LoRaTM
Additional Feature | Transmission Button and Accurate GPS

quired before connecting sensors to the internet. Further, an open-source network analysis tool,
‘Wireshark’ software is used to connect to the LAN port of the gateway. It captures network traffic
on the gateway and measures the delay in the packets sent by the sensors. Two types of Dragino
gateways were used: (1) LGO1-N LoRa Gateway and (2) LG308 LoRaWAN Gateway; Table 1.4

presents a feature comparison of these gateways [27].
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Table 1.4: Dragino Gateway Feature Comparison

Feature LGOI-N LoRa Gateway LG308 LoRaWAN Gateway
Dynamic data-rate (DDR) No Yes
Sensitivity -148 dBm -142.5dBm
Chip Set SX1276 SX1301 concentrator
Overview Chip Set Limitation Standard LoRaWAN device
Description Single Channel LoRa 10 + 1 Channel LoRaWAN
LoRa module 1 x SX1276 1 x SX1301 + 2 x SX1257
TX/RX Channels 1 x TX or 1 RX, half duplex I0xRX+1TX
LoRa Controller AR9331 24K MIPS / Linux AR9331 24K MIPS / Linux
LoRaWAN support ABP / OTAA Limited LoORaWAN Standard LoRaWAN
Type of Network Cell Femotocell Macrocell/Picocell
Open Source Yes Yes

Figure 1.8 shows the Dragino Gateways LGO1-N LoRa and LG308 LoRaWAN.

Dragino
LGO1-N LoRa
Gateway

Dragino
LG308 LoRaWAN
Gateway

Figure 1.8: Dragino Gateways LGO1-N LoRa and LG308 LoRaWAN
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1.3.3 Block 3 - IoT Cloud Platforms: Network and Application Servers

Block 3 includes IoT servers i.e., Network and Application servers. A Network Server as known
as LoRaWAN Network Server (LNS) provides management functions such as authentication of
the sensor, security, 128 bits AES connections, message integrity as well as traffic control among
wireless sensors and LNS [28]. One example of LNS is The Things Network. The Application
Server manages the sensors’ data (payload), which is interpreted and displayed on the dashboards.
Also, the sensors’ data can be used for future analysis by users. One example of an Application

Server is Cayenne from “myDevices” (IoT Solutions company).

Furthermore, these servers include a Join Server, which manages two types of activation process:
1. Over the Air Activation (OTAA) and 2. Activation by Personalization (ABP). The activation
process is carried out using keys such as: Network Session Key(NwkSKey) and Application Ses-
sion Key(AppSKey) as well as the End Device Address (DevAddr). These keys must be shared
among the sensor and the Join server. Depending on the activation process for each sensor, the

Join server may possess the following keys and identifiers (Table 1.5).

Table 1.5: LoRaWAN Keys of Security

Keys and Identifiers Short Name | bits

Device EUI Dev-EUI 64
Application EUI App-EUI 64
App Key App-Key | 128
Device Address DevAddr 32

Network Session Key NwkSkey | 128

Application Session Key | AppSkey | 128

13



1.4 Thesis Contributions

This thesis evaluates the performance of LoRa technology by carrying out a real-time data trans-
mission between the sensors and the gateway for various physical layer configurations. The per-
formance analysis is carried out in terms of SNR, packet delay, communication range, etc. for
both indoor and outdoor environment. The experimental results were compared with the theoret-
ical values and a ‘t-test’ is performed to determine if there is a significant difference between the
statistical values of the observed and theoretical results. Furthermore, the configuration setting
of software/hardware is worked out to allow the exchange of the real-time data from the sensors
(temperature, humidity and flame sensors) with the two IoT servers: The Things Network and

ThingSpeak servers. The thesis contributions are as follows:

1. Indoor Environment Test- 348 configurations (120 among SF, BW, and CR + 228 among SF,
BW, CR, and Payload)

The LoRa communication has different radio configurations such as SF, signal BW, coding
rate, preamble length, L.oRa sync word, and frequency. Therefore, 120 different configu-
rations are carried out between SF, signal BW, CR, with a fixed payload size at 29 Bytes.
Figure 1.9 shows an illustration of variety of these configurations, and Table 1.6 shows the

values of each radio parameter.

Table 1.6: Radio Parameter Settings

Radio Parameter Value
SF 7,8,9,10, 11, 12
CR 4/5, 4/6, 417, 4/8

BW (KHz) 10.4, 62.5, 125, 250, 500

14
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Figure 1.9: Different Settings Between SF and BW

These settings are made on both sides: the sensors and the gateway. On the sensor side,
the software Arduino IDE was used to change radio parameters (SF, BW, CR, and Payload
), as well as the Serial Monitor tool to visualize the time when the sensor sends the LoRa
signal. Simultaneously, the gateway settings are matched with the sensor settings. Also,
a connection is established between the gateway and the computer terminal to access the
gateway’s Linux console. A Wireshark software, which is a sniffer protocol software that
is installed on the PC to visualize the time when the gateway receives the LoRa signal into
the SSH package (Figure 1.10). When the LoRa signal is sent from the sensor, it takes a
certain amount of time to arrive at the gateway. This time is known Time on Air or Airtime.

Therefore, the ToA can be computed by subtracting the Received time from Sent time.

Out of 120 configurations, only 57 configurations met the FCC requirement of ToA ; 400
ms. Therefore, the payload was increased to these 57 configurations from 29 to 51, 62, 84,
and 118 Bytes, making 228 new configurations. The performance metric, equipments, and

softwares are detailed in Table 1.7:
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Table 1.7: Equipment used for Indoor Environment Test

Keywords Description

Sensor Arduino Uno + LoRa Shield + temperature, humidity, and flame
Gateway Dragino LG0O1-N LoRa
Software Arduino IDE, Putty, Airtime calculator, and Wireshark

Adaptive Data Rate (ADR) Disable, manually radio settings (SF, BW, and Tx. Power)

Performance metric Time on Air (ToA) / Airtime [ms]

Comparison Experimental vs. Theoretical ToA

; Linux console
@ logread -f
LoRa Gateway

& LGO1-N 2 @ SSH Packet
PuTTY Time RECEIVED
= . L SSH protocol @ [:") e
LgRa oo LAN Port RI45

.
v @ & orAGIND m Gateway Change:

s LoRa Configuration * SF

”’% cemgienl o BW

Radio Settings L] CR

‘ Arduino IDE
- USB A-Male @ < =
e — <:I Serial Monitor
LB B:Male Time SENT

Arduino Uno @Sensor Code Change:

ol * SF
Lora Shield . BW
* CR

* Payload

Figure 1.10: Time on Air Measurement Scheme

2. Outdoor Environment Tests - Adaptive Data Rate Feature and Propagation Study The out-
door tests are carried out between FTD (End Node) and Dragino LG308 LoRaWAN gateway.
In this case, the ADR is activated to allow the variation of SF with distance. The data is re-

ceived on TTN which is integrated with Cayenne.

(a) ADR Feature Link Budget Analysis
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Table 1.8: Equipment used for Outdoor Environment Test

Keywords Description
Sensor Field Test Device (FTD) LoRaWAN 915MHz ARF8124AA
Gateway Dragino LG308 LoRaWAN
Software Arduino IDE, Hercules Setup, Propagation Loss calculator
Adaptive Data Rate (ADR) Enable
Performance metric RSSI [dBm], SNR [dB]
Comparison Experimental vs. Theoretical RSSI [dBm]

When the ADR is activated on FTD, the network automatically adjusts the SF value
according to the link distance, and the users can not force a particular value of SF.
In contrast, if ADR is deactivated, the user can set up a specific SF value, which is

contained in register S201 [29].

(b) Propagation Study
Theoretical coverage simulation is performed using the radio planning tool “Cloud
RF” [30], which uses accurate terrain elevation data and propagation models such as

Okumura-Hata.

1.5 Thesis Organization

The thesis is organized as follows: Chapter 1 presents the literature survey and motivation for
working on LoRa technology. It also summarizes the architecture of the research work which is di-
vided into three blocks:sensors, gateway and IoT servers. Chapter 2 provides a technical overview
of LoRa and LoRaWAN, including network fundamentals, modulation, regional parameters, and
ADR feature. Chapter 3 describes the methodology and the configuration settings to build an IoT
application. Results and discussions for indoor and outdoor environmental tests are presented in

Chapter 4. Finally, conclusion and future work is given in Chapter 5.
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Chapter 2
LoRa and LoRaWAN Technical Overview

This chapter describes the theoretical principles of operation of LoRa technology focused on
the physical layer. Various radio parameters such as spreading factor, coding rate, bandwidth,
preamble, etc., as well as the modulation and demodulation process of the LoRa signal is pre-
sented in this chapter. Additionally, the Federal Communication Commission (FCC) regulations
on the 915 ISM band as the maximum power allowed for down-link, up-link, and time on air are

identified, and the chapter is concluded with the study of the adaptive data rate feature.

2.1 LoRaWAN Network Fundamentals

LoRaWAN is an open networking protocol and it is standardized and managed by the LoRa Al-
liance [10]. LoRa is defined within Physical (PHY) layer and LoRaWAN is defined within Medium
Access Control (MAC) layer. Therefore, LoORaWAN determines the system architecture, commu-
nication protocol, and other services such as interfaces for the upper layers of the network (Figure

2.1).
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LoRa is purely PHY layer technology based on a Chirp Spread Spectrum (CSS) modulation tech-
nique, which is patented by Semtech’s technology in order to allow the long-range communication
among sensors and gateways. [31]. The Semtech company develops LoRa’s chipset or transceivers.
For example, the Dragino LGO1 gateway uses the SX1276 transceiver [32], and Dragino LG308
uses SX1301 base-band chip, which is a massive digital signal processing, as well as integrates the

Lora concentrator IP and dynamic data-rate (DDR) adaptation feature [33].

One important component of the physical layer is the spreading factor where the original data
signal is spread by the amount of SF. The SF configuration has a great impact on coverage range
and data rates [10]. LoRa’s modulation has spreading factors from SF7 to SF12, where the SF12
is used for farther communication (high gain - amplitude) as it has more time on the air, known as
airtime [28]. In contrast, SF7 (default value) has low gain with high data rate. Furthermore, LoRa
presents a reliable connection because it performs error coding (detection and correction) that is
defined by coding rate, which can be customized to 4/5, 4/6, 4/7, and 4/8. Finally, the bandwidth
can be set to 125 KHz, 250 KHz, and 500 KHz. These layers can be customized for various set-

tings such as spreading factor, Coding Rate, signal bandwidth, frequency, preamble length, etc.

Managed by: [ Application ] Protocol:
LoRa Alliance LoRaWAN - MAC Layer LoRaWAN
L;eleased i Devices Classes: NT;C s
January 2015 [ Class A ] [ Class B ] [ Class C J and,A[::) ,

oy LoRa Modulation — Physical Layer —_—

Vi
ST 1A irr o 0005555 0.

Patented in —
June 2014
PHY Layer

Figure 2.1: LoRa and LoRaWAN Technology Stack
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2.1.1 LoRaWAN Network Architecture

A typical topology of a LoRaWAN network includes the following components:

1. End Devices or Sensors (S) are also known as MoTe (Mobile Termination) or nodes. These
devices are built with Semtech’s LoRa transceivers, which provide long-range spread spectrum
communication.

2. Gateways (G) are also called as base stations or concentrators. Gateways relay data among end
devices (sensors) and a network server.

3. Network Server (NS) routes the sensors’ data to the associated application server that re-
sponds back to sensors [34]. It provides authentication to the sensors, manages network security
(NwkSkey 128 bits), controls data rates, and eliminates duplicate data [35]. Therefore, the primary
responsibility of the NS is battery optimization (controlling power transmission), assuring security,
and data routing.

4. Application Server (AS) - Console contributes to the security (AppSkey 128 bits) of payload
and displays the data to the users using a user-friendly interface such as widgets, charts, and dash-

boards. Figure 2.2 presents the typical LoORaWAN architecture.
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| Sensors | Gateway (G) Join Server (JS)
I Motes | Base Station
= Network :
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Lo Ra - — (1] I Application
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Humidity Via Standard |
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<

Figure 2.2: LoORaWAN Architecture
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2.2 LoRa Modulation and Demodulation

Theoretically, modulation is the process of changing the parameters of the carrier signal in accor-
dance with the instantaneous value of the modulating signal (information carrying digital or analog
signal). Modulation types used for analog signals are: Amplitude Modulation (AM), Frequency
Modulation (FM), Phase Modulation (PM), and some combination of the above. Similarly, digital
signal modulation could be used: Amplitude Shift Keying (ASK), Frequency Shift Keying (FSK),
and Phase Shift Keying (PSK). LoRa technology applies the concept of FSK [36], where binary
bit “1” is represented one frequency ad bit “0” is represented by another frequency as shown in

Figure 2.3.

Digital Modulation - FSK
Input modulating wave T o'liltpm m;:dt;lated wave

®lifle

1 0 1.1 0 1

Power (z-axis)

Frequency

Figure 2.3: FSK Modulation

LoRa physical layer uses Spread Spectrum Modulation technique, which is based on Chirp Spread
Sprectrum modulation. The spread spectrum technique is a proprietary modulation technique pro-
vided by Semtech. The use of CSS enables the transmission of different data rates without any
interference. It uses wideband linear (on specific Bandwidth) frequency modulated Chirp pulses
to encode data. In simple words, the CSS technique is procedures in which the signal is spread into

the frequency domain. Chirp is also known as sweep signal or sweep Rate, which defines the tone
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in which the frequency changes with time. There are two types of chirps: up chirp (for increasing
frequency) and down chirp (for decreasing frequency) as shown in Figure 2.4). For example, the
chirps technique is used on marine and military radars, as well as the open-source GNU Chirp
Sounder . The bandwidth values specified for LoRa in US is 125kHz, 250 KHz and 500 KHz. It
is more restrictive in Europe to just 125 KHz and 250 KHz. Figure 2.5 shows an illustration of the
sweep signal length for different configuration of BWs ( 125, 250, 500 KHz ) and SFs (from 7 to
12).

Power (z-axis

Lower SF:
FrEquency + Low processing gain

* High Data Rate

Bandwidth
e—|

Sweep
Signal
or
Spreading
Factor
SF

A

Higher SF:

» High processing gain
+ Low Data Rate

+ Far devices

l—i
Bandwidth
Figure 2.4: Up Chirp and Down Chirp [36]
CSS modulation provides the following advantages [37]:
e Greater link budget
e Resilience to interference
e Performance at low power communication link

e Resistant to multi-path and fading (combined direct and reflected signals)

I'Software determined radio based receiver for monitoring ionospheric sounders
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Figure 2.5: Illustration of the Sweep Signal Length

e Doppler effect (for motion sensor applications)

e High receiver sensitivity

Keywords are being defined in Table 2.1.

Table 2.1: Definitions

Keyword Definition
Symbol Discrete RF energy state to represent quantity of data (one or more bits)
Possible Symbols 25F values. One value is encoded into a Up Chirp (sweep signal)
Example 27= 128 values (1 bit has two states “0” or “1”, SF = 7)
Data Encoding Symbols represent encoded data. Data is transformed before TX.
Bandwidth Width of radio spectrum occupied by chirp into the frequency domain
Spreading Factor Quantity of bits encoded per symbol; US: 7 to 12
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The physical frame of LoRa consists of preamble, synchronization bits and the payload. Eight up
chirps indicate the start of transmission called the preamble, followed by two down chirps called
the synchronizing symbols. Any LoRa gateway can recognize this preamble as the beginning
of the packet transmission, which alerts its attention. Actual data transmission begins after the
synchronization symbols [37]. The data is encoded into the chirps that jump around the bandwidth
arbitrary, or in other words, the data utilizes the chirp spread spectrum technology for transmission.

This illustration is shown in Figure 2.6.
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Instantaneous frequency changes
>> Data being modulated onto the Chirps

Figure 2.6: LoRa Physical Frame

The lowest SF= 7 means a highest data rate because more chirps are sent per second; therefore, the
system can encode more data per second. However, the signal can propagate to shorter distances
as the energy of the signal is low. Contrarily, higher SF (12) implies fewer chirps per second,
which means fewer data to encode per second. In this case, the signal can propagate to longer
distances due to increase in time-on-air (Figure 2.7). This results in better sensitivity, therefore,
better sensitivity means longer coverage; therefore, the sensor can receive the signal further away.
Each steps up in SF approximately increases 2.5 dB on the link budget [38], according to Eq. 1.2
with Table 1.1.
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Figure 2.7: Energy vs. Bit Rate [38]

LoRa demodulator accepts the received signal, de-chirps it in order to recover the original trans-
mitted signal. It tries to quantify the location where the chirps were jumped. The first step in this
process is to extract the data from the LoRa packet and perform de-chirping on it, identifying the

preamble, synchronization, and payload data.

The demodulator generates Up chirps and Down chirps at the appropriate SF and BW. For example,
the original signal (fo) is multiplied by their complex conjugate (-fo); therefore, the resulting
signal is “0” (fo * -fo = 0), which means a constant value. Thus, the LoRa’s signal is separately
multiplied by Up chirps and Down chirps (appropriate SF). In other words, the received LoRa
signal is multiplied by Inverse chirp, resulting in the de-chirp signal. Afterward, the Fast Fourier
Transform (FFT) is taken from the de-chirp signal, where the length of FFT is equal to the number
of possible symbols [37]. Therefore, the most intense energy or powerful component in each FFT

is the desired symbol. Figure 2.8 [37] illustrates the modulation process.
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2.3 LoRaWAN Regional Parameters

International organizations handle the spectrum to ensure the interoperability of various radio tech-
nologies. Also, the local Telecom agency in each country could add additional rules and parame-
ters. For instance, in Europe, this organization is called the European Telecommunications Stan-
dards Institute (ETSI) which defines the maximum transmission power for uplink as 25 mW (14
dBm) and for downlink as 0.5 W (27 dBm) [39]. In all 50 states, the District of Columbia and the
U.S. territories have the Federal Communications Commission, which regulates interstate and in-
ternational radio communication such as television, wire, satellite, and cable. Generally speaking,

FCC has one responsibility to process applications and deliver the permit to operate called License

on a specific frequency and technology [40].
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The USA follows the entire FCC Part 15 regulations for the 902 - 928 MHz ISM band, which is
known as the 915 MHz ISM Band . The frequency plan is detailed in Table 2.2 and Figure 2.9 [41].

Channel eight (8) is used in this thesis in which it represents up-link channel at 903.9 MHz

Table 2.2: US 902-928 MHz Frequencies Plan

Description Upstream — 64 | Upstream — 8 | Downstream — 8
Channels numbered 0 to 63 64 to 71 Oto7
Number of channels 64 8 8
Frequency starting at | 902.3 MHz 903.0 MHz 923.3 MHz

Linearly increment 200 kHz 1.6 MHz 600 kHz
Frequency ending at 914.9 MHz 914.2 MHz 927.5 MHz
Bandwidth 125 kHz 500 kHz 500 kHz
SF varying SF7 - SF10 SF8 SF7 - SF12
Coding rate 4/5 4/5 - 4/8 4/5 - 4/8
64 + 8 Uplink channels
125 kHz 500 kHz
BW . BW i
— 4 b

64

902.3

MHz
—!
200 kHz

90?.5
MHz

902.7 9029 9931 MH: 914.2 MHz 914.9 MHz

MHz MHz
903.0

1.6 MHz

8 Downlink channels

923.3 MHz 500|kHz 923.9 MHz

927.5 MHz

-
« g

500 kHz
Figure 2.9: US 902-928 MHz Frequencies Up-link and Down-link
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The end-devices are demanded to operate under regulatory specifications for the 915 MHz ISM

band by FCC. Table 2.3 shows a succinct description of the principal regulations on the 915 MHz

ISM bands,

as well as Table 2.4 presents characteristics for LoORaWAN on US 902-928 MHz

frequencies [28].

Table 2.3: LoRaWAN Regulation for North America

Description LoRaWAN specification for North America
Frequency Band 902 - 928 MHz
Max. Tx Power Up-link ( 30 dBm allowed ) 20 dBm is typical
Max. Tx Power Down-link 27dBm
Max. dwell time 400 milliseconds on Up-Links

Table 2.4: US 902-928 Channel LoRa Characteristics

Data Rate | Spreading Factor | Bandwidth | Up-link or | PHY Bit Rate | Maximum MAC Payload
(DR) (SF) (KHz) Down-link (bits/sec) (Bytes)
0 SF 10 125 Up-link 980 11
1 SF9 125 Up-link 1,760 53
2 SF 8 125 Up-link 3,125 125
3 SE7 125 Up-link 5,470 242
4 SF 8 500 Up-link 12,500 242

5-7 Not defined
8 SF 12 500 Down-link 980 53
9 SF 11 500 Down-link 1,760 129
10 SF 10 500 Down-link 3,125 242
11 SF9 500 Down-link 5,470 242
12 SF 8 500 Down-link 12,500 242
13 SE7 500 Down-link 21,900 242
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2.4 LoRa Adaptive Data Rate (ADR)

LoRaWAN has an essential feature to adapt the data rate in order to optimize the transmission
power (minimize the battery usage) and maximize the data throughput based on radio conditions.
These radio conditions are RSSI in dBm and SNR in dB. When ADR is enabled, the NS will op-
timize the transmission parameters to perform the fastest possible data rate. Therefore, the ADR
algorithm inputs are the Link margin and SNR to manage the data rate and transmission power

from the sensor to the gateway.

ADR’s mechanism uses the following criteria to change the data rate [42]: 1. It computes the link
margin of the system which is the result of subtracting the Rx Power (RSSI) from Rx Sensitivity
(presented on Figure 1.3). 2. Based on the computed link margin and SNR, the data rate can be
increased of decreased. The LoRa signal requires a certain SNR value to stay on a specific SF. The
needed SNR value and link margin calculations is performed in Table 2.5 [13] assuming the Rx.

power as -100 dBm and Tx. power as 20 dBm.

e The data rate could be increased when the link margin is high

For example, from SF12 = to SF7 ( Higher data rate )

e The data rate could be decreased when the link margin is low

For example, from SF7 = to SF12 ( Lower data rate )
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Table 2.5: Example Link Margin Calculation

DR SF | Required SNR dB | Rx Sensitivity dBm | Link Margin dBm
DRS5 | SF7 -1.5 -125 25
DR4 | SF8 -10 -127 27
DR3 | SF9 -12.5 -130 30
DR2 | SF10 -15 -132 32
DR1 | SF11 -17.5 -135 35
DRO | SF12 -20 -137 37

The process begins when the sensor sends the ADR command into the message through the gate-
way, which forwards the message to NS. LoORaWAN gateway converts the LoRa packets into regu-
lar IP packets, which travels into the IP network reaching the Network Server (NS). Therefore, the

NS manages the sensors’ Up-link transmission parameters such as SF, BW, and Tx. power.

These parameters together plus coding Rate are used to compute the Data Rate (DR) also known
as LoRa modulation bit rate R, and is given in Eq. 2.1. Furthermore, the NS gathers the last 20
up-link messages and extracts information such as RSSI, DR, and Signal to Noise Ratio from the
Sensor.

The NS takes the maximum SNR value among the last 20 up-link messages received that is known
SNR measured. In the same way, the NS computes the SNR margin using Eq. 2.2. Consequently,
based on radio condition, the NS determines the appropriate data rate that the sensor needs to use.
Thus the throughput is optimized by varying the SF and BW, as well as saving battery consumption

by decreasing the transmission power of the sensor.

BW
Rb:SF*ZW*CR 2.1
SNRmargin = SNRmeasured - SNRrequired - Margindefault (22)
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The adaptive data rate feature is developed into the MAC layer through the appropriate MAC
commands. If the ADR flag is not enabled, the NS will not try to change the sensor’s data rate
regardless of the received SNR measurement. The ADR process uses four communication com-
mands between sensor and gateway [43] (Figure 2.10). Commands are described in Table 2.6.

Table 2.6: Adaptive Data Rate MAC Commands

Command Transmitted by Description

Sensor ADR=0 NS will not control the sensor DR
ADR

Sensor ADR=1 NS will control the sensor DR

Sensor ADRACKReq=0 NS needs to confirm receipt of msg
ADRACKReq

Sensor ADRACKReqg=1 NS doesn’t need to confirm receipt of msg
LinkADRReq NS Request to change its transmit parameters

Sensor LinkADRAns=0 ACK status rejection final settings
LinkADRAnRs

Senser LinkADRAns=1 ACK status acceptance final settings

1

I .

\ Receive:
1 = DR=SF7 BW 125

1

[ = i ~— 1 + SNR=3dB
; —-.-....,__:--.-.....::‘--.:::z} - RSSI= - 87 dBm
iy -— .
Ve AD ACK -....__::-.., ~ Take:
- Req == | Maximum SNR measured
hange: - dl. 20 ( of the 20 up-link msg )
. 'ngFacmrtSﬂ | - Calculate:

; Bandwidth 8w - Link e_DEE EE‘-{- ===, SNR margin
]

Change | jransmission PO | + Link margin
Tx &=—"" ! Determine:
. :
Parameters| Link | A i
[- ropriate data rate
_-._'--f?_RAnS=1 : pprop

that the sensor needs to
»Juse (SF, BW, and P_TX)

Figure 2.10: ADR Procedure Command Flow

The ADR process can be started from either the NS or sensor. For example, one sensor is con-
nected to the LoRaWAN network and has sent the command ADR=1, which means the NS will
control the sensor data rate. By default, the sensor sends the up-link message at the lowest data rate
(SF 12). After the up-link message arrives at NS, it analyzes the radio conditions and computes

both the link budget and the highest data rate, which could be processed.
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In the next step, the NS sends the command Link ADRReq requesting to change its transmit param-
eters to SF7. The sensor confirms the new SF via LinkADRAns=1, and all future up-links mes-
sages are configured at SF7. The sensor periodically sends up-link messages, and also the ADR
acknowledge counter (ADR ACK CNT) is incremented. These counter could be incremented until
it reaches a predefined limit “ADR acknowledgment limit (ADR ACK LIMIT)”. After the sensor
reaches the limit, it sends the ADR ACK Req command; similarly, the “ADR acknowledge delay”
is predefined by the sensor. Meantime the sensor waits for the NS to respond to the ADR ACK
Req. If the sensor doesn’t receive NS’s response when the “ADR acknowledge delay” has expired,
the sensor automatically decreases the data rate one step, which means it changes from SF7 to
SF8. At his point, the sensor continues sending up-link messages to the NS at SF8. If the sensor

still doesn’t receive NS’s response, the sensor again decreases the data rate one more step until it

reaches SF12 [44] (Figure 2.11).

NS

1 f- |
2
- | X 1 =
I X 2
ADRACK CNT | 4 ! X .3
Counter . : X 4 NS takes the
i 5 maximum
. ; . SNR value
ADR ACK LIMIT S{_20} =y last 20 l.tl:elink
I : )
’ | X- - 20} | messages
2 ' i
3 I A
4 ' 2
55 1 3
S S
| - 5
1[-----2F8:ADR + ADR Ack Req!
e e iy
ADRACK DELAY 35 p~~-______~"7"=---- e H _"““:"
; __E_ ********* i--—::::i:
1 §---__ SF_1Z-ADR+ \ : )
Y e o B_Q'S’AQ_"SBQQJ 1
Julfmmianig, | o OO S sesng, e "
L e GG TR O e EE
ADRACKDELAY 35 f---—o o __ 7777 ==-eeo 77 e .
______________ _ﬁJ_“‘*-'~-»
I TTEm==2oy

Figure 2.11: Sensor ADR Procedure [44]
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Chapter 3
Methodology and Equipment Configuration

This chapter details the methodology and procedures for conducting various sets of experiments.
Additionally, all the necessary configurations are detailed to develop an IoT application for two
different IoT servers using temperature, humidity, and flame sensors. The first application is
made to the IoT server “The Things Network’ with the integration of the application server (AS)
“Cayenne”, and the second is the “Thingspeak” server. In addition, it indicates all the steps to
configure the “Field Test Device” towards The Things Network server, in which FTD is used to
measure the RSSI and SNR of LoRa signal. All of these configurations are made for both hardware
and software. It is necessary to configure all components such as the gateway, server, and sensors

by C ++ codes.

3.1 IoT Application on The Things Network Server Integrated
with Cayenne

The first Internet of Thing application is carried out using the Dragino LGO1-N LoRa gateway,
which forwards the sensors’ messages to “The Things Network” server. This IoT application uses
different sensors such as temperature, humidity, and a flame sensor, which are connected on the

LoRa shield onto the Arduino Uno board. The Things Network has additional integrations, which
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is the link to connect sensors to an application server. One integration is ‘“myDevices Cayenne”
which allows visualization of real-time and historical data send over TTN. Additionally, the Field
Test Device (ARF8124AA) was connected to the Cayenne application server. The FTD cannot
work with Dragino LGO1-N LoRa gateway; therefore, the Dragino LG308 LoRaWAN gateway
has been used instead of LGO1-N. On the other hand, the Arduino IDE software is used to program
the Arduino Uno board. The Arduino code uses the LMIC library, which allows communication
among sensors and LoRa gateway. Furthermore, the software Wireshark (Sniffer Network Proto-
col Analyzer) is connected to the gateway to measure packets’ delay from sensors. The architecture

of this 10T application is shown in Figure 3.1.

= o= == i = s = = B i I it I
I End Nodes / 1 1 LoRaWAN I I
| Sensors I 1 Gateway | I I
| 3 —" ! DraginoLG308/ | 1 ]
: ARDUHO LORa LG01-N : ® I Network Application Server I
I S A T A | & : Server loT Cloud Platforms :
| . \ [ I | ey |
: ia leRNh|:| sesses Nia Internet! "zéga Cayenne |

...... T = I
0 ; |1 Sl I : _D’j my Devices,
i [ [ I I
] Arduino Uno + 11 1 I = =R
I Lora Shield I 1 | I - = 0 |
I (. i 1 I = I
IField test device g ! WIRESHARK _Ji [ ~ [
| LoRaWAN 915MHZ I | [ I
I B P - L e e e e e e e e e e e e e e 1

Block 1 Block 2 Block 3
Sensors Gateway loT Server

Figure 3.1: Architecture of IoT Application on TTN Server Integrated with Cayenne

3.1.1 Hardware - Gateway Configuration on TTN Server

The LoRaWAN server settings can be found in the Service menu, followed by the LoRaWAN gate-

way option (Figure 3.2). The LoRaWAN settings are shown in Table 3.1.
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Table 3.1: Gateway Configuration on TTN Server

IoT Service

LoRaWAN/RAW forwarder

Debug Level

Little message output

Service Provider

The Things Network

Server Address

ttn-router-us-west

Radio Power (Unit:dBm) 20
Frequency (Unit: Hz) 903900000
Spreading Factor SF7
Coding Rate 4/5
Signal Bandwidth 125 KHz
Preamble Length 8
LoRa Sync Word 52

Every LoRa gateway has a unique Gateway ID that is needed to register on the TTN server.

3.1.2 TTN IoT Server Configuration

The first step is to create an account on The Things Network website ( www.thethingsnetwork.org/)
and sign-in; second, the Console menu shows two main options to register: 1. Gateways, and
2. Applications. In the Gateways option, chooses “register gateway” and fill out the following
information (Figure 3.3). After creating the gateway, the status indicates “connected” .

1. Gateway EUI: A8 40 41 1C F8 E8 12 34 (from Gateway LoRaWAN Server Settings)

2. Select: “I’m using the legacy packet forwarder”

3. Description: UNF Lab (Example)

4. Frequency Plan: United States 915MHz

5. Router: ttn-router-us-west (from Gateway LoRaWAN Server Settings)

6. Location: The location of the gateway is established by clicking on the map
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dragino-1cf8e8

Single Channel LoRa Gateway

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

loT Service

Debug Level

Service Provider

Server Address

Server upstream Port
Server dwonstream Port
Gateway 1D

Mail Address

Latitude

Longtitude

Radio Power {Unit:dBm)

Radio Settings

Radio settings for Channel

Frequency (Unit:Hz)
Spreading Factor
Coding Rate

Signal Bandwidth

Preamble Length

LoRa Sync Word

Figure 3.2: Dragino LGO1-N LoRa Gateway Configuration on TTN Server

LoRaWan/RAW forwarder hd

Little message ouiput W
The Things Metwork b
ttn-router-us-west b
1700

1700
! a840411ci3es 1234

victor hugo lopez@hotmail.com

30.270285186

-31.50726427

20
902900000

SF7 v
45 v
125 kHz v
8

& Length range: 6 ~ 65536

52
@ Vvalue 52{0x34) for LoRaWAN
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Gateways Register [~}
REGISTER GATEWAY @ O

Gateway EUI APPLICATIONS GATEWAYS
The EUI of the gateway as rea R

AB 40 41 1C FB EB 12 34

I'm using the legacy packet forwarder Matching from the Gateway configurations
Select this if you are using the legacy 5 gt

Description

UNF Lab

Frequency Plan
T

United States 915MH.

Location
The exact locatic 7 =
+ 3027681805
-81.58719176
ma e @
e
scksonil
Be
=
@
e puioet ™ Msg data £202% Gocgle Terres of Uam

Figure 3.3: Register Gateway Information on TTN Server

The next step is to create an application followed by the device registration (Figure 3.4). An

identifier is created to the sensor called Device ID (Figure 3.5).

APPLICATIONS

golopez  Test Victor

APPLICATION OVERVIEW
Socumentation
Application ID  victoriuzolopes
Description Test Victor
Created lastyear

Handler ttn-handler-us-west

APPLICATION EUIS QO manzezeus

© = 7283D57EDEe2 360D B

manage devices

DEVICES

= i
- 2 registered devices

Figure 3.4: Application and Device Registration on TTN Server
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REGISTER DEVICE ‘bulk import devices
Device ID

temperzturehumidityflame

Device EUI

s

App Key
The App Key will be use

rd

App EUI

72 82 DS 7E D2 92 26 0D

Figure 3.5: Register Device on TTN Server

Also, TTN includes a join server (JS) that manages two types of activation processes or activa-
tion methods: 1. Over the Air Activation (OTAA) and 2. Activation by Personalization (ABP).
Choosing ABP activation Method under Device Settings, TTN generates Device Address, Network

Session Key, and App Session Key (Figure 3.6).

Overview Data Settings

SETTINGS

Description
Ahuman-readable description of the device

Temperature Humidity and Flame Sensors
Device EUI
The serial number of your radio module, similar to 3 MAC address

> 00 E5 CC 3E B5 81 3C CF

Application EUI

70B3D57ED0O0Z 360D

Activation Method

oTAA  ABP

Device Address

Network Session Key

’

App Session Key

’ App Session Key will be generated

Figure 3.6: Device Settings
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These three settings are Network Session Key, App Session Key, and Device Address which are
needed to program the sensor (Figure 3.7). At this point, it is necessary to change the activation
method from ABP to OTAA. Also, into the Devices menu, select Payload Formats and choose

Cayenne LPP (Low Power Payload) (Figure 3.8), finally TTN is ready to receive data from “sen-

sors”.
DEVICE OVERVIEW
Application ID  victorhugolopez
Device ID sensors
Description Temperature Humidity and Flame Sensors
Activation Method  OTAA
Device EUI <> - @8 D2 1C BA 6A 2C 6@ 6E =
Application EUl < = 78 B3 D5 7E DB 82 36 DD =
App Key < S B
Device Address <> = 26821965 E
Network Session Key ¢ = & me { Bx81, 8x97, 8x24, @x74, @xDF, ©x34, Ox2A, BxBF,
App Session Key s - & ik { exAl, 8xC6, OxBC, @x6A, @x3A, 8xD4, Ox59, exSH,
Figure 3.7: Device Overview
Applications &2 victorhugolopez Payload Formats

Overview Devices Payload Formats Integrations Data Settings

PAYLOAD FORMATS

Payload Format

The payload format sent by your devices

Cayenne LPP

Figure 3.8: Payload Formats Cayenne LPP
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3.1.3 Hardware Connection - Temperature, Humidity, and Flame Sensors

There are two sensors connected to LoRa Shield onto the Arduino Uno board (Figure 3.9). These
sensors are temperature and humidity known as DHT11, as well as the flame sensor. The pin
connections are shown in Table 3.2.

Table 3.2: Pin Connections of the Sensors on TTN Server

Type of Sensor | Sensor Pin | LoRa Shield + Arduino UNO
DHT11 VCC 5V
Temperature DAT Sth slot ( Digital )
and Humidity GND GND

VCC ICSP ( top - right corner )
Flame GND GND

DO 3rd slot ( Digital )

e,
Flame sensor

i

(Red) VCC > ICSP
(Orange) GND > GND
(Yellow) DO - 3rd slot Digital |

3 siot [N
3 —rrt, ",?

3 (Brown) VCC - 5V
~  (Red) DAT > 5% slot Digital
" (Orange) GND = GND

Figure 3.9: Sensors Connected to LoRa Shield onto the Arduino Uno
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3.1.4 Software Arduino IDE - Sensor Programming on TTN Server

The Arduino IDE is an open source software with a user-friendly interface to write codes and up-
load it to the Arduino Uno board. This software can be found on https://www.arduino.cc/en/software.

There are important settings that need to be done before writing code.

1. Add URL
File > Preferences > Additional Boards Manager URLs:

http://www.dragino.com/downloads/downloads/YunShield/package_dragino_yun_test_index.json

2. Install board type (Arduino UNO)

Tools > Board > Board Manager and type: “Arduino UNO”, and install: Arduino AVR Boards

3. Select the correct board

Tools > Board > Arduino AVR Boards > Arduino Uno

4. Install libraries

Sketch > Include Library > Manage Libraries and type:
e “LMIC” [45], and install: MCCI Arduino and MCCI LoRaWAN LMIC Library
e “LoRa”, and install: LoRa Node, AntaresLoRalD, LoRalD, LoRa, and LoRa Serialization
e “DHT”, and install: DHT sensor library, DHT sensor library for ESPx, and DHTlib

GitHub is one collaboration development platform in which developers share projects, example
codes, and libraries. Also, GitHub has example codes for different applications of Arduino, which
could be found on [46]. This code is based on “lora_shield_cayenne_and_ttn-otaaClient” example.

The code used is provided in Appendix H.

It is essential to check the following setting for each code:

1. Declaration of the pins which must match in the hardware connection (Figure 3.10).
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Arduino Code LoRa Shield Pins

$include <lmic.h>

$include <hal/hal_h>

ginclude <S5PI.h=

tinclude <dht.h> //(DHTll Temperaure and Humid
dht DHT;

#define DHT11 PIN S /9 "Uefine input pin LJqisd
const int f£lame_pin=3:4 /P®e#The ﬁe input pin

int Flame = HIGH; i (define Flame - VICIOR

Figure 3.10: Declaration of the Pins

2. Update of the keys which need to be the same as the one generated by TTN (Figure 3.11).

TTN Device Overview

Application ID  victorhugolopez

Device ID sensors

Arduino Code

def COMPILE REGRESSION_TEST
iefine FILIMEIN 0

else Activation Method ~ COTAA
warning "You must replace the walues marked FILLMEIN wit
define FILIMEIN (#dont edit this, edit the lines that us
$endif

/f LoBRaWRN NwkSKey, network session key

static const PHOGMEM ul_t NWKSKEY[1l€]l = [ 0x81, 0x97,

Description Temperature Humidity and Flame Sensors

o}
ot

L

Device EUI <> = @@23DDe71224D38E B

// LoRaWAN RppSKey, application session key e = Application EUl <> = 7@ B3 D5 7E D@ @2 36 DD B

static const ul_t PROGMEM APPSKEY[1€] = { OxAl, 0xOe, |
// LoRaWAN end-device address (DevAddr) b i

static const ud_t DEVADDR = 0x2€021965;| > ~ AppKey < = =

= = e o ~ s
void os_getArtEui (ul_t* buf) { } e e | R
void os_getDevEui (ul_t* buf) { } -"'::"- o
void os_getDevKey (ul_t* buf) { } D;i&{ddmssx‘»" "t~ 260219 65 B
static uint?_t mydatal€]l; -~ i
~ N -~
¥ ~
Network Session Key <>~ = ™ map j 8x81, 6x97, 0x24,

-~

S~
1 e T BXAL, @xC6, OxBC
App Session Key — e L s 2

Figure 3.11: Settings Keys

L AR ¥

1

3. Configuration of the transmission frequency, which must match the frequency configured in the

gateway (Figure 3.12).
Arduino Code Gateway Configuration
IMIC_ disableChannel(c); Radio Settings
} Raio seftings for Channel

// We'll only enable Channel 1€ (505.5Mhz) since we —
IHIC_nnahluﬂmnallSJﬁ' T _-:Cﬁn?el-3—.7:?q-= Sofseooo0 |- I — & ==Frequency (UnitHz) 903800000

Figure 3.12: Configuration of the Up-link Transmission Frequency
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3.2 Field Test Device Configuration on TTN Server

The Field Test Device (ARF8124AA) was connected on TTN and integrated on Cayenne applica-

tion server as well. The FTD needs a LORAWAN gateway to be connected, such as Dragino LG308.

The first step starts with the gateway configuration, choosing the appropriate frequency plan and
Jrequency sub-band, as well as picking the LoRaWAN service provider “TTN-router-US-West”
(Figure 3.13). Similarly, the gateway ID is needed to register it on TTN. Furthermore, the FTD

needs to be registered as a new device on TTN with ABP as an activation method (Figure 3.14).

LoRa Configuration

Debug Level [ Low v |

Radio Settings

Keep Alive Period (sec) |30 |
Frequency Plan | US915 United States 915Mhz (902~-928) hd
Frequency Sub Band | 2: US915 (903.9~905.3) v |

LoRaWAN Configuration

Server Settings

LoRaWAN Service Provider [TTN-router-US-West v |
Gateway ID |2840411d04981234] |
Server Port Upstream | 1700 |
Server Port Downstream | 1700 |

Figure 3.13: Gateway LG308 Configuration at TTN Server

The FTD could be configured by the software IoT Configurator 1.4.1, giving access to the applica-

tive configuration (operation modes, frame transmission period, payload size, etc.) and network
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Application ID  victorhugolopez
Device ID test

Description Field Test Device

Activation Method = AEP

Device EUl <« = @213B2@@0@0217 FE B
Application EUl <> = 7@ B3 D5 7E D@ @2 36 DD B
Device Address <> = 280213871 B
Network SessionKey <> = @ 8B 7E 41 8815 2E 27 51 16 F2 94 7B E@ 9E A5 AF B

DD125442E)A25?59A82F9935281F934AA E

Figure 3.14: Keys generated from TTN Server for FTD with ABP Activation Method

App SessionKey <

configuration (mode of activation, spreading factor, Adaptive Data Rate ADR, and keys). When
the ADR is activated on FTD, the NS automatically configures the actual value of the SF. In con-
trast, if ADR is deactivated, the user has to assign a value to the SF. The Keys generated from TTN

need to get into the ABP network configuration (Figure 3.15).

NETWORK CONFIGURATION

Z)adeunis

WIRELESS PRODUCTS & SOLUTIONS

These parameters must be modified carefully in order to keep correct modification and respect
10T CONFIGURATOR 1.4.1 A

legislation
Connected product
General - OTAA +
Name
Reference

Meode of activation

Network type

ABP v | ABP _
Network ID
APP version 2 ADR ON . LORA NWK_sKEY
R version | 8B7E4188152E275116F2947BEOSEASAF |
Navigation frinsimicsion _ LORA APP_SKEY

| DD1264420A25759A02F9935281F934AA |
ﬁ Home Spreading Factor value (READ ONLY)

NETWORK ID
“E Connection |SF7 .4 |

| 00000000 |

O Applicative configuration Sync Word

34C194C1

| DEVICE ADDRESS

@ Network configuration | 26021871 ,J,.;-,_

Figure 3.15: IoT Configurator 1.4.1 for FTD
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3.3 Cayenne Integration

TTN offers several integrations for Application Servers, which means the TTN forwards the data
to the AS. One of these is “myDevices Cayenne” that allows historical data storage and real-time
data visualizing by Widgets. Also, Cayenne allows full management such as remote monitoring,
alerts receiving, triggers setting, scheduling, asset tracking, etc. In the main menu of TTN within
the application is the integration option, which shows add integration. The Cayenne integration is
under myDevices option that requires setting up the name of the new integration process (Figure
3.16).

Applications victorhugolopez

Dwices  PayiosdFormats Data  Settings

APPLICATION OVERVIEW

Application 1D
Description Test Victor
Created last year

Handler ttn-handler-us-west

Overview  Devices  PayloadFormats  Integrations  Data  Settings

ADD INTEGRATION

MyDevices (v2.6.0

Quickly design, prototype and commercialize IoT solutions with myDevices Cayenne

myDevices

Process ID

integracion_cayenne

Figure 3.16: MyDevices Cayenne Integration on TTN server

The next step is to sign up for an account on the “myDevices” website [47] and continue with the

next steps:

e Add New > Devices & Widgets > Search the sensor for example:
1. “Dragino Technology Development Kit” (Figure 3.17)
2. “Adeunis Field Test Device” (Figure 3.18) or
3. “Cayenne Cayenne LPP” (Any sensor registered on TTN by creating a custom dash-

board)
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TTN Device Overview
DEVICE OVERVIEW

myDevices Cayenne

w TRT
l’ “ Dragino Technology Development Kit

=

Application ID  victorhugzolopez
Device ID sensors

T . Description Temperature Humidity and Flame Sensors

00230D071224D38E| Activation Method ~ OTAA
-
s
Already Registered ===l e
= = = DeviceEUl <> = ©823DD@71224D38E B
Tracking
Application EUl <> = 7283 D5 7E DO 62 36 DD El
AppKey < = o

Device Address <> = 26021965 B

Figure 3.17: Cayenne Integration of Sensors from Dragino Tech Development Kit

myDevices Cayenne TTN Device Overview

DEVICE OVERVIEW
Adeunis FIELD TEST DEVICE

validate your netw Jable inUS915, AUS1S, AS

e

Adeunis FIELD TEST DEVICE

Application D victarhugolo;

Device ID test

Description Field Test Device

0018B200000217FE o
Activation Method ~ AEF

-
Already Registered ===
Ry
= =DeviceEUl < = 0136200000217 FC 5]
Tracking
Application EUl <> = 7@B3D57E D@02 36 DD 5]
This device moves -
Device Address  <s = 26821871 ol

Figure 3.18: Cayenne Integration of Adeunis Field Test Device

e Copy the Device EUI information from TTN to MyDevices Cayenne

e Select “Already Registered” at Activation Mode

e Set up the location

TTN Device Overview
DEVICE OVERVIEW

myDevices Cayenne

C

This device uses

Cayenne Cayenne LPP
Application 1D victorhuzolopez
Device ID 123456789

Description Sensores

Cayenne LPP

Activation Method ~ OTAA
Yo mm
Already Registered BT —' ------- Device EUI <> = ©823DD871224D33E B
Tracking Application EUl < = 7883 DS 7E D@ 62 36 DD (5]
This device moves . AppKey < = o
Device Address <> = 26021548 8
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Figure 3.19: Cayenne Integration of Any Sensor Registered at TTN Server




3.4 IoT Application on ThingSpeak Server

The 10T application is carried out using the Dragino LGO1-N LoRa gateway, which forwards the
sensors’ messages to “ThingSpeak” 10T server. This application also uses different sensors such
as temperature, humidity, and a flame sensor, which are connected on the L.oRa shield onto the Ar-
duino Uno board. The communication among gateway and “ThingSpeak” is via Internet Message
Queuing Telemetry Transport (MQTT) protocol. MQTT is a messaging protocol used to publish
and subscribe messages into the IoT. The Arduino code uses the LoRa library, which allows the
LoRa’s communication among sensor and gateway. Consequently, the software Wireshark (Sniffer
Network Protocol Analyzer) is connected to the gateway to measure packets’ delay from sensors.

The architecture of this IoT application is shown in Figure 3.20.

|
End Nodes / 1 1 LoRaWAN
Sensors I | Gateway
1

)
(
)

Via Internet

MQTT

]

I

I

Arduino Uno + |
Lora Shield I
|

|

|

|

Block 1 Block 2 Block 3
Sensors Gateway loT Server

Figure 3.20: Architecture of IoT Application on “ThingSpeak™ Server
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The steps to follow are detailed below [48]:

1. Setup an account in ThingSpeak IoT Server(https://thingspeak.com/login).

2. Create a New Channel (Figure 3.21).

(Menu Channels > My Channels > New Channel)

|:| ThingSpeak“‘ Channels ~ = Apps~  Support~

My Channels

M y C h anne I_' Watched Channels

Public Channels

New Channel [TSearch by tag

Figure 3.21: New Channel on ThingSpeak server

3. Enable Fieldl: “Temperature”; Field2: “Humidity”’; Field3: “Fire” (Figure 3.22).
Private View Public View Channel Settings Sharing AP| Keys

Channel Settings

Percentage complete  50%

Channel ID 1140650

Name Test from Temp and Flame Sensor LoRa
Description MQTT example
P
Field 1 Temperature
Field 2 Humidity
Field 3 Fire

Figure 3.22: Channel Settings on ThingSpeak Server

48



4. Test the Up-link communication via MQTT using the software MQTT fx from PC. The fol-
lowing information is needed from the ThingSpeak server (Figure 3.23).
> (Menu: Channels > My Channels > Settings)
e Channel ID: 1140650
e Author: mwa0000019491111

D ThingSpe ak™ cChannels~ Apps~  Support-

Test from Temp and Flame Sensor LoRa

Channel 1D: 1140650 MQTT example
Author: mwa0000019491111
Access: Private

Figure 3.23: Channel ID and Author on ThingSpeak Server

> Menu: My Profile

e MQTT API Key: DXZXXYCT4BDURSQS5 (Figure 3.24)

APl Keys

WserAPl ey TA20HG76HW20DBGD
MQTT APt Koy DXZXXYCTABDURSQS
Alerts API Key

<no API key>

Figure 3.24: MQTT API Key on ThingSpeak Server

5. Set up the software MQTT fx under MQTT Broker Profile Settings.
e Broker Address: mqtt.thingspeak.com
e Broker Port: 1883

e Client ID: MQTT _Victor
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6. Set up the software MQTT fx under User Credential and click on the Connect button
(Figure 3.25).
e User Name: mwa(000001949111
e Password: DXZXXYCT4BDURSQ5

Profile Name | ThingSpeak

Profile Type . MQTT Broker v i‘-“ m

MQTT Broker Profile Settings

Broker Address | mgtt.thingspeak.com
Broker Port | 1883

Client ID | MQTT_Victor Generate

General SSL/TLS  Proxy LWT

User Name | mwa000001949111

Password | eesssssssssssses

Figure 3.25: MQTT Broker Profile Settings

7. Type a Publish command with the information provided below and click on the Publish

button (Figure 3.26).

> Information from ThingSpeak Server:

e Channel ID: 1140650 (Channels > My Channels > Settings)

e Write API Key: ZDRTBVFV43D5QB3M (Channels > My Channels > API Keys)
> Configuration on MQTT fx

e QoS: QoS 0 button

e Type 1 >> channels/1140650/publish/ZDRTBVFV43D5QB3M

e Type 2 > field1=60&field2=40&status=MQTTPUBLISH

8. Check the update data on the ThingSpeak channel (Figure 3.27).

9. Test into Dragino LGO1-N gateway from PC.
> Install PuTTY Configuration and click on Open button using below information:

e Dragino IP: 10.130.1.1
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& MOTTfc- 1.7.0 = O X

File Extras Help

E ~ Connect Disconnect o’ .

m Subscribe  Scripts  Broker Status  Log

»  channels/1140630/publish/ZDRTBVFV43D5QB5M - m EEEP o510 aesz Retained g

field1=60&field2=408status=MQTTPUBLISH

Figure 3.26: MQTT Publish Command

Field 1 Chart [Ea =R S Field 2 Chart g o 72 x

Test from Temp and Flame Sensor LoRa Test from Temp and Flame Sensor LoRa

Temperature:60

g
5 50 Sat Nov 14 2020 =
] 15:58:13 GMT-0500 g %0
g £ Humidity-40
5 £ Sat Nov 14 2020
= 15:58:13 GMT-0500
25
40
14. Nov 06:00 12:00 14. Nov 0600 12:00
Date Date
ThingSpeak com ThingSpeak com

Figure 3.27: Update Data on ThingSpeak Channel by MQTT Publish Command

e Port:22

#® PUTTY Configuration ? *

Category:
&- S_ession | Basic options for your PUTTY session |
! - Longing Specify the destination you want to connect to
[=- Terminal
Host Mame for IP address) Port

- 070311 z

- Features Connection type:
= Window (O Raw (O Telnet () Rlogin ®)55H () Serial

- Appearance
gziaviour Load, save or delete a stored session

. Translation Saved Sessions
(- Selection | |

- Colours : i
e Default Setings | load
- Data | Save
- Proxy 2
- Telnet [ Delete

- Rlogin
- S5H
-- Serial

Cloze window on exit:
(O Mways  ()Never (@) Only on clean exit

| Mo || Hep | [open | cancel |

Figure 3.28: PuTTY Configuration
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10.

11.

> Dragino LGO1-N gateway has a built-in Linux utility mosquitto_pub (Figure 3.29) com-
mands, which allows publishing data to ThingSpeak. Therefore, it needs to login and provide

mosquito command.

Therefore, login and type mosquitto commands are:

e User: root

e Password: dragino

e Type command >

mosquitto_pub -h mqtt.thingspeak.com -p 1883 -u mwa0000019491111
-P DXZXXYCT4BDURSQS5 -I dragino_Client

-t channels/1140650/publish/ZDRTBVFV43D5QB3M

-m “field1=80&field2=20&status=MQTTPUBLISH”

Figure 3.29: Linux Mosquitto Command to Publish Data at the ThingSpeak Channel

Check the ThingSpeak channel for the updated data from temperature and flame sensors

(Figure 3.30).

Hardware -Dragino LGO1-N Gateway Configuration on ThingSpeak Server.
> Menu: Service > LoRaWAN Gateway

e IoT Service: “LoRaRAW forward to MQTT server” (Figure 3.31)
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Field 1 Chart B O & % Field 2 Chart O #£ %

Test from Temp and Flame Sensor LoRa Test from Temp and Flame Sensor LoRa

75

Temperature: 80

e
H Sat Nov 14 2020 =
- -
5 16:54:41 GMT-0500 T 40
g s0 E Humidity:20
E £ Sat Nov 14 2020
- 16:54:41 GMT-0500

25 28

14. Nov 06:00 12:00 14. Nov 06:00 12:00
Date Date

ThingSpesk com

ThingSpezk.com

Figure 3.30: Updated Data on ThingSpeak Channel by Mosquitto Command

Single Channel LoRa Gateway

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings
loT Senvice LoRaRAW forward to MQTT sep v

Debug Level Little message output W
Service Provider | The Things Metwork g
Server Address tin-router-us-west b

Figure 3.31: Gateway LoRaWAN Server Settings on ThingSpeak

¢ Frequency (Unit:Hz): “903900000” (Figure 3.32)

e Spreading Factor: “SF7”

e Coding Rate: “4/5”

e Signal Bandwidth: “500 KHz”

e Preamble Length: “8”

e LoRa Sync Word: “52” (Value 52(0x34) for LoRaWAN)
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Radio Settings

Radio settings for Channel

Frequency (Unit:Hz) 903900000

Spreading Factor SF7 v
Coding Rate | 4/5 b
Signal Bandwidth | 500 kHz i

Freamble Length 8

@ Length range: 6 ~ 65536

LoRa Sync Word h2

@ Value 52(0:34) for LoRaWAN

Figure 3.32: Gateway Radio Settings on ThingSpeak

> Menu: Service > MQTT > Configure MQTT Server (Figure 3.33)
e Select Server: “ThingSpeak MQTT”

e User Name [-u]: “mwa0000019491111”

e Password [-P]: “DXZXXYCT4BDURSQS5”

e Client ID [-i]: “QoS 0

MQTT Server Settings

Configuration to communicate with MQTT server

Configure MQTT Server

Select Server ThingSpeak MQTT v
Uszer Name [-u] mwal000019491111
Password [-P] DXZX XY CT4BDURSQS
Client 1D [H] testthingspeak
CQuiality of service level [-q] QoS 0 hd

Figure 3.33: Gateway MQTT Server Settings
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> Menu: Service > MQTT > MQTT Channel and click on the Add button (Figure 3.34)
e Local Channel ID: “5678”

e Remote Channel ID: “1140650”

e Write API Key: “ZDRTBVFV43D5QB3M”

dragino-1cf8&8 Stahis = System~ Nelwork~  Service =

Sensor Channels

How local channel match remote channel

Local Channel ID 5678
Remote Channel ID 1140650

Write APl Key | ZDRTBVFV43D5QE3M

Figure 3.34: Gateway Sensor Channels

12. Hardware Connection - Temperature, Humidity, and Flame Sensors at the ThingSpeak Server.
> There are two sensors (Temperature & Humidity and Flame) connected to LoRa Shield

onto the Arduino Uno board (Figure 3.35). The pin connection is shown in Table 3.3.

Table 3.3: Connection Pins of the Sensors on ThingSpeak Server

Type of Sensor | Sensor Pin | LoRa Shield + Arduino UNO
DHTI11 VCC 5V
Temperature DAT 0 slot ( Analog )
and Humidity GND GND
VCC ICSP ( top - right corner )
Flame GND GND
DO 3rd slot ( Digital )
Green LED 6th slot ( Digital )
LEDs and
Red LED Sth slot ( Digital )
Buzzer
Buzzer 8th slot ( Digital )
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Figure 3.35: Sensors Connected to LoRa Shield on ThingSpeak Server

13. Software Arduino IDE - Sensor Programming to ThingSpeak.
This code is based on “MQTT _Client_to_ThingSpeak.ino” example [49].

The code used for configuring the sensors on Arduino Uno board is given in Appendix I.
Also, it is essential to check the following setting:

e Hardware connection (Figure 3.36)

Arduino Code

gdefine DHT11 PIN RO Wem

const int flame pin=3; ‘H-Euh:_%u‘&n of flame senggr
const int buzzerPin = 8; qfem wm = i—
int Flame = HICGH;

int redled = &5;

int greenled = €;

—_—

Figure 3.36: Declaration of the Pins on ThingSpeak Server

56



e MQTT Channel (Figure 3.37)

Arduino Code Gateway Configuration

char tem 1[8]={"\0"} hum_1[8]={"\0"}, victor_fire_1[8]1={"\0"}; ||Sensor Channels

char *node id = "<SE78>"; g «/Egom LGOLl via web Local Channel s
—

uint® t datasend[48]; /7 Payload //{(VICTOR™LOBPESS wm e

How local channel match remote channel

== == == o3l Channel ID | 5678

Figure 3.37: Local Channel ID Setting on ThingSpeak Server

e Radio Settings (Figure 3.38)

(valor por defecto 7)

Arduino Code Gateway Configuration
if {!LoRa .begin (503500000} ) /7803800000 is frequency Radio settings
koo o Radio settings for Channel
1
/{ Setup Spreading Factor (€ - 12 Frequency (Unit:Hz) 903900000

LoRa.setSprea

700, €2500,125000,250000, 500000

125000 Spreading Factor | SF7 %

ADWIDTH - (valor por defecto

{valor por defecto §

Coding Rate | 4/5 v

Signal Bandwidth | 500 kHz W

Preamble Length | 8
@ Length range: 6 ~ 65536

LoRa Sync Word 52
@ Value 52(0x34) for LoRaWAN

Figure 3.38: Radio Settings on ThingSpeak Server

This chapter detailed the methodology used to implement an IoT application to TTN and ThingS-
peak servers. In addition, it showed all the configurations made in sensors, gateways, and IoT

servers to establish a LoRa communication between a sensor node and cloud server.
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Chapter 4

Results and Discussion

This chapter presents the graphical visualization of the sensors’ data (temperature, humidity and
frame) from the TTN (integrated with Cayenne) and ThingSpeak server. In addition, the per-
formance study was carried out for both indoor and outdoor applications in terms of Time on Air,
communication range, payload, etc. The indoor test focuses on the measurement of Time on Air for
different configurations of the LoRa gateway. A total of 348 configurations were made among SF,
BW, CR, and payload. Furthermore, a comparison of ToA was carried out between the experimen-
tal and theoretical values. The theoretical values were generated by the LoRa modem calculator
tool. This comparison is performed with an independent #-test statistics model to determine the

significant difference between the experimental and the theoretical values.

4.1 Results of IoT Application on The Things Network Server
Integrated with Cayenne

The sensors’ data is received by TTN, which sends the information to the Cayenne application
server for graphical visualization. The application data shows information about arrival time, fre-
quency, data rate, coding rate, channel, RSSI, SNR, and estimated airtime within each packet
(Figure 4.1). The dashboard on Cayenne presents a summary of all connected sensors, as well as

RSSI and SNR levels (Figure 4.2).
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time counter port

4 20:3%:14

6744 1 payload: 0167 00BEO2 68 1E03 0100040001
a 20:38:56 6743 1 payload: 0167 00BEOZ68 1E03 0100040001
Uplink
Payload

@1 67 8@ BE ©2 68 1E 83 @1 06 04 a0 @1

B
Fields
no fields
Metadata
{
"time™: "2828-12-82T81:38:56.9458856027",
"frequency™: 984.3,
"modulation

"L ORA",

"data_rate™: "SF7BW125",
"coding rate™: "4/5",
"gateways": [

{

"gtw_id": "eui-aB48411d84984152",
"timestamp”: 2012848547,

"time": "2020-12-82T01:38:56.9813347",
"channel™: 2,

"resi”: -37,
"snr”; 8

s

I

1

Estimated Airtime

46.336 ms

Figure 4.1: Packet Received by The Things Network

All data is stored on the Cayenne platform and can be viewed using standardized plots. For exam-

ple, temperature, and humidity are standardized in Figure 4.3.
IS overview  Epata
Location

Dragine Technology Development Kit &
Netwark: The Things Network
—_—

RS5I SNR
v
Map Satellite < DecO1

- alll 35 00 all8.00
i dBm Decibels
& ¥
£ i
g Temperature Humidity
%; Melko Lab &
Qe §66.20 #1500
5 [
:'é‘ Fahrenheit Percent (%)
S
)
Tom and Betty 3 % .
Petway Hall 2 Fire OTRO
0/
UNF O +
JCA Chinese School B
jological
£ 2 Sciences —
omas 4
. C Lit University of North
Google arpenter Library TAQ\

Florida College of ArlMap data 82020 Google  Termsof Use

Figure 4.2: Cayenne Dashboard Overview
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—— Fahrenheit Temperature Data

B84
78

il

Fahrenheit

66
Nov 07 1200 AM  Nov0B8 1200AM  Nov 039 12.00AM  Nov 10 12:00 AM

~—— Percent (%) Humidity Data

A it ¥

57

Nov 1112:00AM  Nov 12 12:.00 AM

52

Percent (%)

47

Nov 07 12:.00 AM  Nov08 12:.00AM  Nov09 12.00AM  Nov 1012:00AM  Nov 1112.00AM  Nov 12 12:00 AM

Figure 4.3: Temperature and Humidity on Cayenne Server

Additionally, settings were configured in the server to push the information from the Cayenne’s
server to our mobile devices. The data can be viewed through the Cayenne mobile app, and triggers

can be configured to receive text and email notifications (Figure 4.4).

Cayenne Mobile App

10:36 al T =

Text Message or Email

5:52 wil LTE W

< Dragino Technology Developme... <

+1(231) 421-6395

F Ia me Se nsor Technology Development Kit .

o e i by Channel 4 is on. This is
. /-‘:,// connected to Dragino
all-37.0 8 66.2 i

Technology Development Kit .

Channel 4 is on. This is
connected to Dragino
Technology Development Kit .

SNR Humidity Fire Channel 4 is on. This is

q connected to Dragino
.|I||10.5 () 150 =

Technology Development Kit .

Channel 4 is on. This is
connected to Dragino
Technology Development Kit .

Channel 4 is on. This is

Figure 4.4: Data on Cayenne Mobile App
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The flame sensor has been tested against illumination from sunlight (Figure 4.5). This sensor is
activated when sunlight’s illumination reaches 2308.0 (lux) from 12:40 PM to 4:40 PM. Therefore,

the built-in potentiometer must be calibrated before final installation.

Flame - Flame
Temperature Activated B ’ . Activated

and humidity A

Temperature
and humidity

Figure 4.5: Flame Sensor Test Against Sunlight [llumination

Also, the “LoRa Elsys.se ERSCO2” sensor was connected to the “Iol in a Box (myDevices)”

server which shows the luminosity trend in Figure 4.6.

Luminosity Trend
November 30, 2020 03:44 pm - December 1, 2020 03:44 pm

2500.0

e e S B mﬁls
2000.0

1500.0

116

1000.0

500.0

Figure 4.6: Luminosity Trend on “IoT in a Box (myDevices)” Server
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4.2 Results of Field Test Device Configuration on TTN Server
Integrated with Cayenne

Cayenne dashboard exhibited the FTD’s data sent as RSSI, SNR, temperature, battery status, and

coordinates (latitude and longitude) (Figure 4.7).

This data can also be viewed through Cayenne mobile app (Figure 4.8). Since FTD provides a

numeric display of GPS, SNR and SF, therefore, this device was used for carrying out outdoor

measurements.
FIELD TEST DEVICE
Eoeniow St Adeunis
g Network: The Things Network
Live m h d w 1mo Custom Query
Timestamp w» Device N..¥ Channel T % Sensor Name T Sensor ID T & DataTypeT & Unit ¢ \Values
2020-12-02 2:12:24 Adeunis FIEL. 100 RSSI 7761f670-93f9-11ea-b767-3... rssi dbm -36
2020-12-02 2:12:24 Adeunis FIEL. 101 SNR 7731beb0-93f9-11ea-93bf-d snr db 85
2020-12-02 2:12:24 Adeunis FIEL.. 0 Temperature 771499c0-93f9-11ea-b767-3... | temp c 26 Temperature
2020-12-02 2:12:24 Adeunis FIEL.. 1 Shock 76d03dc0-93f9-11ea-883c-6... | digital_sensor d 0
2020-12-02 2:12:24 Adeunis FIEL. 2 Button 774fa6f0-93f9-11ea-93bf-d3...  digital_sensor d 0
2020-12-02 2:12:24 Adeunis FIEL. 4 Battery 76e48910-93f9-11ea-93bf-d...  batt p 46
2020-12-02 2:12:24 Adeunis FIEL. 27 Channel 27 777138b0-93f9-11ea-a67f-1... | rssi dbm =42 RSSI
2020-12-02 2:12:24 Adeunis FIEL.. 28 Channel 28 76fa33f0-93fo-11ea-b767-3f... | snr db 7 SNR
2020-12-02 2:12:21 Adeunis FIEL... 2 Button 774fabf0-93f9-11ea-93bf-d3... | digital _sensor d 1 Coordinates
2020-12-02 2:12:21 AdeunisFIEL... 3 GPS 7728be00-93f9-11ea-b767-3 | gps m 30.27105,-81.5073333333

Figure 4.7: Cayenne Live Data from Field Test Device

Cayenne Mobile App ) FTD

Adeunis FIELD TEST DEVICE ; ‘

SNR Shock Battery
Channel 28 Temperature Button
aill 6.0 1 80.6

R551 Channel 27

-35.0 |-33.0

Figure 4.8: FTD on Cayenne Mobile App
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4.3 Results of IoT Application on ThingSpeak Server

A channel was configured for the [oT ThingSpeak server with three fields: temperature, humidity
and fire. Figure 4.9 shows the historical (top) and the instantaneous (middle) values of the sensor’s
data. The flame sensor has two states: “0” means activated and “1” deactivated. Therefore, when

the sensor sends a “0”, the ThingSpeak server interprets it as a fire alarm.

D Thlngs peak'“ Channels ~ Apps = Support= Commercial Use How to Buy
Field 1 Chart F O s % Field 2 Chart B o £ =
Temperature and Humidity Sensors LoRa Temperature and Humidity Sensors LoRa
75
£
g 30 g o
H E
2 E
F . 25
15:14 15115 1516 1517 15:18 15:14 15:15 15:16 1517 1518
Date Date

ThingSgazk.com ThingSpazk.com

Temperature F o # x Humidity EF O £ x

Field 3 Chart F o & x Fire Alarm B o & =

Temperature and Humidity Sensors LoRa

1
- \_/—\/\ e
£

o

15:14 15:15 15186 1517 1518
Date

ThingSpazk.com

= few seconds 3g0

Figure 4.9: Channel Viewing on ThingSpeak Server



4.4 Indoor Environment - Experimental vs. Theoretical

The performance evaluation was carried out by the Dragino LGO1-N gateway, which uses a single
channel LoRa communication to receive messages from the sensors. First, the serial monitor tool
was used to visualize the time when the sensor sends the message. Second, a wired connection
is made between the gateway and PC to access the gateway’s Linux console. Third, the software

Wireshark indicates the arrival time of the message (Figure 4.10). Finally, the time on air is cal-

culated.
. - .

Serial Monitor - Sensor Wireshark connected to gateway
18:52:12.885 -> {Start MQTT Example of the ThingSpeak B & ® A G q = — Q Q Q =
18:52:14.418 -> LoRa init succeeded. f,m|ﬁamejen==422
18:52:14.418 -> gEggggggsss COUNT=1 f 2 i N T . P
18:52:14 _4€4 -> The temperature and humidity: i i Source Destination rotocol
185218 €115 (3. 00°C. 49 'ON3 48 11.762116 10.130.1.1 16.136.1.222 SSH

18:52:14.511
18:52:14.511
18:52:14.637
18:52:15.538
18:52:31_3€3

j L‘ . v Frame 43: 422 bytes on wire (3376 bits), 422 bytes captured (3376 bits) o
> <56787fieldl=21.06field2=49.0sfield3=]

200 Interface id: ® (\Device\NPF_{39F23EED-B@B83-4AF3-A935-2FA9B9188CC4})
- 200 . .

L e Encapsulation type: Ethernet (1 Received Time

- pE33EEEEEEE R F5883388244 Arrival Time: Nov 18. 2020]18:52:32.694542000 |Eastern Standard Time
> The temperature and humidity:
= [21.00°C,45.00%]

-1 Sent Time

> =8€78>fieldl=21.0&field2=45.0afield3=]

> 200

18:52:31.447
18:52:31.447
18:52:31.447
18:52:31.585
18:52:32 537

Gateway’s Linux console

- Packet Sent

Figure 4.10: Experimental Time on Air

There are 120 different radio settings (Appendix J) between SF, signal BW, and CR (Table 1.6).
These radio settings were made on both sides (sensor and gateway) to produce LoRa communi-
cation. Consequently, 120 ToA were obtained for a given distance of 10 m. According to the
FCC, the ToA must be fewer than 400 milliseconds; therefore, only 57 (Figure 4.13) (Appendix K)
of 120 combinations met this criterion. The ToA measurements were taken for different payload
lengths: 29, 51, 62, 84 and 118 bytes. (4.11). Table 4.1 summarizes different combinations used

during experimentation.
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values
Variables SF( 7,
values CR( 4/Sr

Fixed [ Payload ( 29 Bytes ) = 2 sensors
Distance: 10 meters ’w

Sensor

8, 10,

a/7,

11, 1%)

4/8)

Gateway

120 CombiM combinations each SF)
A

fPaonad: 51 Bytes (4 sensors)
fPaonad: 62 Bytes (5 sensors) |
fPavIoad: 84 Bytes (7 sensors) |

fPaonad: 118 Bytes (10 sensors)

|I||

57 sF(7:16, 8:15, 9:12, 10:8, 11:5, 12:1)

47 |sF(7:16, 8:13, 9:9, 10:7, 11:2, 13Q)

41 |sF( 7:16, 8:12, 9:8, 10:5, 1i‘:v0, 1';'1‘:-0_)

35 |sF(7:13, 8:10, 9:8, 10:4, 110, 13:0)

23 | sF(7:11, 8:8, 9:4, 10%e, 11ie, 13+q)

Figure 4.11: Summary of Datasets Used for Experimentation with Different Payload Values

Table 4.1: Tabular Representation of Datasets for Which ToA < 400 ms for each SF

Spreading Factor 2 Sensors | 4 Sensors | 5 Sensors | 7 Sensors | 10 Sensors
(SF) 29 Bytes | 51 Bytes | 62 Bytes | 84 Bytes | 118 Bytes
7 16 16 16 13 11
8 15 13 12 10 8
9 12 9 8 8 4
10 8 7 5 4 0
11 5 2 0 0 0
12 1 0 0 0 0
Combinations for which ToA < 400 ms 57 47 41 35 23

Figure 4.12 illustrates the experimental ToA obtained using different combinations of SF, CR and

bandwidth for 29 bytes payload. With these combinations, the data rate varies from 24.3 bps (for

SF =12, CR =4/5 and BW = 10.4 kHz) to 22 kbps (for SF =7, CR = 4/5 and BW = 500 kHz).

From this figure, the following observations were obtained:
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e Minimum ToA = 28.4202 ms with SF= 7, CR=4/5, and BW= 500 KHz

e Maximuml (all BW) ToA = 4558.43 ms with SF=9, CR=4/8, and BW= 10.4 KHz

o Maximum?2 (BW= 125) ToA =2251.086 ms with SF=12, CR=4/8, and BW= 125 KHz
e 71 (increase) SF = ToA 7 (increase)

e 7 (increase) CR = ToA 1 (increase)

e T (increase) BW = ToA | (decrease)

e 1 (increase) Payload = ToA 1 (increase)
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Figure 4.12: ToA vs. SE, CR, and BW (120 Combinations)

Following observations have been made from Figures 4.12 and 4.13:

1. For a given range, payload, BW and CR, the ToA approximately doubles with the increase in
the SF. For example, for range = 10 m, payload = 29 bytes, BW = 10.4 kHz , CR = 4/5, the ToA
increases from 1000 ms to 1800 ms to 3400 ms as SF increases from 7, 8 and 9, respectively.

2. For a given SF, the ToA increases linearly with the increase in the CR (keeping other parameters

such as range, payload and BW constant).
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Time on Air (ToA) vs SF, CR, and BW ( 57 combinations )
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Figure 4.13: ToA vs. SE, CR, and BW (Distribution of the 57 Combinations)

3. The ToA decreases with the increase in the bandwidth, irrespective of increase in SF or CR. For
every 2x increase in BW, the ToA is reduced to one half. For example, for SF = 8, CR = 4/5, the
ToA decreases from 300 ms to 148 ms to 70 ms as BW increases from 62.5 kHz to 125 kHz to 250

kHz. This trend remains the same for all SF and CR.

Figure 4.14 shows the relationship between ToA and payload for different spreading factors in
which the SF7 displays lowest ToA when the payload is increased. Also, it is observed that the
slopes of the line for SF 11 and 12 are steeper for lower values of SE. This clearly implies that
an increase in the SF will result in an increase in the communication range, however, it will cause

delay in the received signal. The delay increase with the length of the payload.

The following figure illustrates the relationship between ToA and spreading factors for different
coding rates. This clearly shows that for a given SF, if the CR increases, the ToA also increases.
The ToA increases further with the increase in SF. This implies there is a trade-off between the data
latency and robustness of the transmission channel with the increase in the CR. If we can afford
latency in the data transmission, it is wise to increase the CR if there are too many interferences in

the channel.
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Figure 4.14: ToA vs. Payload for Different Values of SF
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Figure 4.16 shows the variation of ToA with SF for different values of BW. This result is for a

transmission distance of 10 m and payload length of 51, 62, 84, and 118 bytes. Following obser-

8 8.5 9 9.5 10 10.5 11 11.5 12

Spreading Factor (SF)

Figure 4.15: ToA vs. SF for Different Values of CR

vations have been made from the figure:

1. For a given payload and SF, the ToA decreases with the increase in the BW.

2. For a given BW, the ToA increases with the increase in the SF.
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4. The increase in ToA is steeper for lower BWs (62.5 kHz and 125 kHz) as compare to higher
BWs (250 kHz and 500 kHz) with the increase in the SF

5. FCC guidelines for ToA < 400 ms is violated for BW = 62.5 kHz at SF greater than 7, for BW
=125 kHz at SF greater than 8, for BW = 250 kHz at SF greater than 9 and for BW = 500 kHz at

SF greater than 10.

These are important observations as it seems that working at higher BWs will result in reduced
latency, however, an increase in BW also increase the noise in the channel and therefore, lowers
the sensitivity of the receiver. Therefore, there is a trade-off between ToA and sensitivity of the
receiver.

Time on Air vs. Spreading Factor (SF) for Different values of Bandwidht

[ I I I I [ I |
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Figure 4.16: ToA vs. SF for Different Values of BW

The bit rate depends mainly on the SF and BW (Eq. 2.1); therefore, the relationship of these
parameters is fundamental to define the appropriate bit rate for each application. Thus, SF =7 with
BW =500 KHz presents the lowest ToA (28.42 ms), reaching the highest bit rate of 22 kbps for
CR 4/5.
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Figure 4.17: ToA vs. BW for Different Values of SF

In addition, the theoretical ToA for all 57 combinations are obtained by “LLoRa Modem Calculator
Tool” [50] created by Semtech (Figure 4.18). This tool calculates the ToA based on SF, BW, CR,

payload, and preamble.

¥ LoRa Modem Calculator Tool X
Calculator  Enengy Profile
Calculator Inputs Selected Corfiguration
LoRa Modem Settings VR PA
Spreading Factor 12 ~
Bandwicth 500 | KkHz iz, el
L
weR e
Low Datarate [] Optimiser On <
Packet Configurstion
Preamble | Header | Payload | CRC |
Payload Length 51 %| Bytes
Programmed Preamble |8 % Symbols Caloulator Outputs
Total Preamble Length 1225 Symbiols Timing Performance
Header Mode Explicit Header Enabled Equivalent Bitrate 117188 bps Time on Air | 534 53 me
CRC Enabled Enabled Preamble Duration | 70035 s Symbol Time 8.15 ms
RF Settings
Centre Frequency 03000000 B Hz RF Performance Consumption
Yo P 14 = dBm Link Budget 145 dB Transmit L mA
Hardware Implementation [ ] RFIDis Shared Receiver Sensitivty | -131 dBm  CAD/Rx 13 mé
Max Crystal Offsst 1384 ppm Sleep 100 n&
Compatible SX Products 1272, 1276
SF=12, BW=300kHz, CR=4/5, HeaderEnabled, Preamble = 12.25 syms Payload = 51 bytes, Transmit Power = 14 dBm

Figure 4.18: LoRa Modem Calculator Tool for ToA
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In general, the experimental ToA was higher than the theoretical ToA. For SF 7, 8, and 9, the

difference is approximately 60 ms, and for SF 12 the difference is 174.65 ms as shown in Figure

4.19.

Experimental vs. Theoretical ToA for Different Spreading Factors
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Figure 4.19: Experimental vs. Theoretical ToA for Different Values of SF

Similarly, the difference between experimental and theoretical ToA was observed for different
values of BW. It was noticed that the difference value increases with the increase in the BW. For

example, the time difference goes from 51 ms with BW = 62.5 KHz to 82 ms with BW = 500 KHz.
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Figure 4.20: Experimental vs. Theoretical ToA for Different Values of BW

When the payload increases, it is observed that the difference between experimental and theoretical
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ToA increases progressively. For instance, the time difference goes from 29 ms with payload = 51

Bytes to 124.52 ms with payload = 118 Bytes.
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Figure 4.21: Experimental vs. Theoretical ToA for Different Values Payload

Also, an Independent T-Test is carried out between the experimental and theoretical values to
determine the significant difference between these values. The Hypothesis was “experimental ToA
value is more delayed than theoretical ToA,” Therefore it was numerically obtained that the delay
value of experimental ToA (M = 368.13, SD = 248.46, n = 228) was hypothesized to be greater
than the delay value of theoretical ToA (M = 300, SD = 221.04, n = 228). This difference was
significant, ¢ (454) = 3.09, p = 0.001051 (1 tail).
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4.5

Table 4.2: t-Test: Two-Sample Assuming Equal Variances

Description Experimental ToA [ms] | Theoretical ToA [ms]
Mean 368.13 300.00
Median 303.91 240
Standard Deviation 248.46 221.04
Range 1305.94 1041.35
Minimum 44.77 25.66
Maximum 1350.71 1067.01
Variance 61732.21 48858.20
Observations 228 228
Pooled Variance 55295.20
Hypothesized Mean Difference 0
df (degrees of freedom) 454
t Stat 3.09323383947197
P(T <'t) one-tail 0.00105100089636558
t Critical one-tail 1.64821684748403
P(T <'t) two-tail 0.00210200179273117
t Critical two-tail 1.96520297265604

Outdoor Environment Tests

The outdoor tests were carried out using Field Test Device and Dragino LG308 LoRaWAN gate-
way because they both have the adaptive data rate feature. In addition, a propagation study is
performed using the radio planning tool “CloudRFE,” which uses accurate terrain elevation data and

propagation models such as Okumura-Hata.
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4.5.1 Adaptive Data Rate Feature Test

The gateway used a waterproof external 915 MHz Omni-directional antenna which was 18 feet
high above ground level (AGL). The transmission power used for outdoor experimentation was 20

dBm or 0.1 W.

The main objective of the outdoor experimentation was to analyze the sensitivity of the LoRa
device in terms of received signal strength indicator and signal to noise ratiovalues. Multiple
packets were sent from the sensor nodes to the LoRa gateway and the RSSI values were observed
using FTD which was located in the moving end terminal. All packets were sent using BW=
125 KHz and CR= 4/5. Therefore, depending on the radio conditions and the history of the 20
up-link messages received, the ADR is managed by the network serve (NS) which optimizes the

transmission parameters to perform the fastest possible data rate.

Omni Antenna
| AGL=18feet
. Tx power = 20dbm

LG308
LoRaWAN
Gateway

Figure 4.22: The LoRa Testbed Showing Gateway (left) and FTD (right) using the “Google Earth”

The Dragino LG308 gateway allows the variation of spreading factors from 7 to 10. The maximum
distance at which the signal was lost between FTD and the gateway was up to 1.5 km with SF= 8,
RSSI=-119 dBm, and SNR= -10 dB. Also, the SF =7 was maintained up to 577 meters with RSSI
=-111 dBm and SNR = -5 dB. The positive SNR values were obtained when the distance between
FTD and gateway was up to 400 m. Furthermore, the SF 10 was observed when radio conditions

were RSSI = -125 dbm and SNR = -15 dB (Figure 4.23).
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Figure 4.23: RSSI and SNR vs. Distance for Different SFs

The difference between experimental and theoretical RSSI values are presented in Table 4.3.

Table 4.3: Experimental vs. Theoretical RSSI

Location | Distance (meters) | SNR (dB) | Exp. RSSI (dBm) | The. RSSI (dBm) | SF
1 76.33 6 -70.5 -73.1 7
2 295.85 5 -95 -96.8 7
3 312.07 2 -101 -97.7 7
4 431.47 -2 -104 -103.4 7
5 577.38 -5 -111 -108.4 7
6 762.71 -5 -115 -113.3 9
7 759.48 -1 -109 -113.2 9
8 896.25 -15 -125 -116.1 10
9 744.37 -8 -116 -112.8 8
10 860.23 -13 -124 -115.4 9
11 832.95 -7 -114 -114.8 9
12 1049.93 -7 -107 -118.8 8
13 1500.26 -10 -119 -125 8
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4.5.2 Propagation Study

The propagation study is performed using the radio planning tool CloudRF, which uses accurate
terrain elevation and the Okumura-Hata propagation model. The location of the gateway is essen-
tial to implement LoRa communication. This location must be strategically planned to guarantee
optimal levels of quality (SNR) and coverage (RSSI). It is recommended to consider all losses and
gains of the system to obtain an accurate simulation. Furthermore, the simulation helps identify
coverage gaps to install additional gateways, increasing system coverage, and capacity. The config-
urations are shown in the Table 4.4. Based on the antenna height at 18 feet and the transmit power
at 20 dBm. Figure 4.24 shows healthy RSSI levels (from -52 to -80 dBm) up to approximately 600
meters. Also, the RSSI levels worsens as the distance between FTD and gateway increases beyond

1 km.

Figure 4.24: Propagation Study
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Table 4.4: Cloud RF Settings

Parameter Description Value
Frequency 903.9 MHz
RF Power 20 dBm
Transmitter Bandwidth 125 KHz
Coordinates Latitude and Longitude
Height AGL 18 feed
Pattern 915 MHz OMNI
Antenna Tx Antenna Gain 2 dBi
Feeder loss 0.3dB
Height AGL 4 feed
Receiver Antenna Gain 1 dBi
Sensitivity -140 dBm
Propagation model Okumura-Hata
Model Environment Conservative / City

Sensitivity

-140 dBm
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

Based on the results obtained, the planning of the physical parameters is significant for developing
a low-power long distance communication via LoRa. The LoRa transmission can be optimized
using the accurate radio parameters such as SF, CR, and BW, as well as the data from the sensors
(payload). These parameters are essential to optimize channel usage (Time on Air), save power
consumption, and resist interference. Specifically, the bit rate depends mainly on the SF and BW
(Eq. 2.1); therefore, the relationship of these parameters is fundamental to define the appropriate
bit rate for each application. Thus, SF =7 with BW = 500 KHz presents the least latency in the
system (minimum ToA) and reaching the highest bit rate. However, this combination is not always

the best as it limits the communication range and sensitivity of the receiver.

There are various trade-offs in LoRa communication which requires compromises between ToA
and BW usage. Increasing the bandwidth provides higher data rate and reduced ToA, however, it
decreases the sensitivity of the receiver which leads to lower values of link budget. Also, since BW
is a limited resource in engineering, it demands maximum performance using minimal resources.
Therefore, a right selection of radio parameters such as SF,CR and payload would help to optimize

the BW resource.
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When a payload size of 25 bytes (using 2 sensors) was connected to the ThingSpeak server, only
57 out of 120 configurations met the FCC’s requirement on ToA (< 400 ms). It was observed that
the number of configurations reduced further to 23, when the payload size was increased up to 118
bytes (using 10 sensors). These configurations comprise of SF =7, 8 and 9 with 500 MHz BW (in
most of the cases). Therefore, the LoRa messages can be optimized using the appropriate payload
size. From results obtained in Chapter 4, it was investigated. experimentally that low values of SF
are capable of handling higher payload size. Please refer to the Table 4.1 which is based on results

from Chapter 4. This will result in lower energy consumption and increased battery life.

In addition, the ADR feature is recommended for the static sensor because the network server uses
the history of the last 20 up-link messages received with radio conditions. In contrast, the ADR
is not recommended for mobile sensors because the attenuation and radio conditions can change

rapidly.

The results of experimental ToA were greater than the results of theoretical ToA for most tests.
Consequently, the independent T-Test was performed between these results. In other words, there
is a statistically significant difference between the experimental and theoretical results. Therefore,
the results show that the difference between the experimental and theoretical results is significant

by ¢ (454) =3.09, p = 0.001051 (1 tail).
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5.2 Future Work

The development of wireless sensors via LoRa (long-range coverage) allows users to make preven-
tative and reactive decisions. For example, the flame sensor makes it possible to react to a potential
fire and save lives. The research work presented in this thesis showed that LoRa communication
is an effective and powerful solution to offer advantages such as long-range coverage connectivity
with low power consumption, an unlicensed spectrum, and affordability. Therefore, LoRa commu-
nication can be applied in various fields and integrated systems, for example, into fire evacuation

system projects.

The fire evacuation systems allow the occupants of a building to determine the best evacuation
route when the building is on fire from a possible fire. By installing CO/CO, and flame sensors
in each room of the building, it is possible to know the exact location of the fire and its real-time
spreading dynamics. LoRa sensors are responsible for sending information such as temperature,
humidity, CO,, number of occupants, etc. All this information must be processed and analyzed
by an integration platform. The “IoT in a BoX from My Devices” server shows the location of
the sensors in the building design (Figure 5.1) and has various integration platforms such as: Web-
hook, Amadeus HoTSOS, ARM Treasure Data, AWS Kinesis, AWS S3, AWS SQS, Azure Event
Hubs, Azure IoT Central, Azure IoT Hub, Azure Service bus, Azure Storage, Discord Webhook,

Google BigQuery, etc.
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Figure 5.1: First Floor Building 4 at University of North Florida

Additionally, it is recommended to evaluate the optimal placement of sensors in order to maximize
the coverage using minimum number of sensors. It is suggested to use five-ways flame sensors as

they have a coverage of 120 degrees in one direction (Figure 5.3).

It is therefore concluded that LoRa technology has a great potential for low-power long distance
communication. The experimental study carried out in this thesis clearly demonstrate the potential
of LoRa for both indoor and outdoor applications. However, there are many trade-offs with LoRa
technology which has to be taken into consideration when using this technology for a specific
application. More research is required to further investigate the reliability and scalability of LoRa

for its optimum performance in both indoor and outdoor applications.
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APPENDIX

Appendix A: Data Sheet of SX1276 LoRa Transceiver

r’.‘ SEMTECH

SX1276/77/78/79

WIRELESS & SENSING PRODUCTS DATASHEET

SX1276/77/78/79 - 137 MHz to 1020 MHz Low Power Long Range Transceiver

O
e [t
o—d J

|2

GENERAL DESCRIPTION

B =

| ] 0 rn n
[ S Ty S S

KEY PRODUCT FEATURES

©2020 Semtech Corporation

The SXAZTBTTITET9 tr:ans_.ceive;s feature the LoRa@1ong ¢ | ora® Modam
range modem that provides ultra-long range spread + ; :
spectrum communication and high interference immunity 168 dB maximum link budget
whilst minimising current consumption. *+ +20 dBm - 100 mW constant RF output vs. V supply
Using Semiech's patented LoRa modulation technique e 144 dBm high effici PA
SX1276/T7/78/79 can achieve a sensitivity of over -148dBm 9" eneiency
using a low cost crystal and bill of materials. The high * Programmable bit rate up to 300 kbps
sensitivity combined with the integrated +20 dBm power + High sensitivity: down to -148 dBm
amplifier yields industry leading link budget making it ' i
opfimal for any application requiring range or robusiness. Bullet-proof front end: IP3 =-11 dBm
LoRa provides significant advantages in both blocking and  * Excellent blocking immunity
selectivity over conventional modulation techniques, solving " "
the ftradional design compromise bet range, Low RX current of 9.9 mA, 200 nA register retention
interference immunity and energy consumption. * Fully integrated synthesizer with a resolufion of 61 Hz
These devices also support high performance (GFSK  * FSK, GFSK, MSK, GMSK, LoRa® and OCK modulation
modes for systems including WMBuUs, IEEEB02.154g. The 4 Sl :
SX1276I7TI78/79 delver exceptional phase noise, ol bt synchronizer for clock recovery
selectivity, receiver linearity and 1IP3 for significantly lower * Preamble detection
current consumption than competing devices. *+ 127 dB Dynamic Rangs RSS!
ORDERING INFORMATION + Automatic RF Sense and CAD with ultra-fast AFC
* Packet engine up to 256 bytes with CRC
Part Number Delivery MOQ | Multiple S st
* Built-in temperature sensor and low battery indicator
SX1ZTEIMLTRT TaR 3000 pieces
- APPLICATIONS
SX1ZTTIMLTRT T&R 3000 pieces
. + Automated Meter Reading.
SX12TRIMLTRT TaR 3000 pieces
* Home and Building Automation.
SX1ZTOIMLTRT TaR 3000 pi
e * Wireless Alamm and Security Systemns.
sxiz7ews’ Wafer Form TWafer (2000 ies) | & industrial Monitoring and Control
1. For Wafer deliveries, refer to the correspanding “Wafer Defivery * Long range Imigation Systems
Speciication”
* (OFN 28 Package - Operating Range [-40;+85°C]
* Pirfree, Halogen free, RoOHS/MWEEE compliant product
Rewv. 7 - May 2020 Page 1 www.semtech.com
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Appendix B: Data Sheet of Dragino LG01-N Single Channel LoRa Gateway

Single Channel LoRa Gateway

e e

Single Channel LoRa Gateway Indoor & Outdoor version

OVERVIEW:

LGO1N & OLGOTN are open source single channel LoRa Gateway. It lets you bridge
LoRa wireless network to an [P neteork via WiFi, Ethemet, 3G or 4G cellular. The
LoRa wireless allows users to send data and reach extremely long ranges at low
data-rates.

It provides ultra-long range spread spectrum communication and high interference
imrnumity.

LGOTN & OLGO1M has WiFi interface, Ethernet port and USE host port. These Inter
-faces provide flexible methods for users to connect their sensor networks to Internet.
LGO1M & OLG01N can support the LoRaWAN protoced in single frequency and custo-

mized LoRa transmit protocal. LGO1N and OLGO1M is the upgrade version of LGD1-P

& LG01-5 & OLGO1 LoRa Gateway, the mew version can support more end nodes.
The aim for LGO1M { OLG01M is o provide & low cost loT wireless solufion to support
upio 300 sensor nodes.

Specifications:

Linux Side:

-Processor: 400MHz, 24K MIPS
-Flash: 16MB ; RA&M: 84MB
Interfaces:

-1084100M R.J45 Ports x 2
“WiFi: 802.11 bigin

-LoRa Wireless

Order Option:

Indoor Version:
LEO-X0E-YY .

Outdoor Version:
OLGO1-2X3X-YY.

=30

433: For Bands: EU433, CN470
868: For Bands: EUBG8,INBES

1 x BX1278)

-Limited support in LoRaWWal

Features:

“Cpen Source OpenWri system

‘Low power consumption

‘Firmware upgrade via Web

-Software upgradable via network

‘Flexible protocol fo connect to loT servers
-Autio-Provisioning

-Built-in web server

-Managed by Web GUI, 55H via LAMN or WiFi
-Internet connection via LAN, WiFi, 3G or 4G

-Failsafe design provides robustly system

3 LoRa modules

ort Private LoRa protocol

-Support upto 300 nodes

-Max range in LoRa: 5~10 km. Density Area:=500m

-Power Input: 12V DC

-USB 2.0 host connector x 1

-USB 2.0 host internal interface x 1
-3G/4G medule (optional)

8156: For US815.AU815 A59823 KRE2D

-Y¥:

EC25-AU: Latin America, Mew Zeland, Taiwan
EC25-E: EMEA, Korea, Thailand, India
EC25-A: North Americal Rogers/ATETIT-Mobile
EC25-J: Japan, DOCOMO/SoftBank/ KDDI
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Appendix C: Data Sheet of Dragino LG308 Single Channel LoRa Gateway

Open Source LoRaWAN Gateway

LG308

* MNone-dG version dossn’t have
black 4G antenna

OVERVIEW:

Snecilications:
The LG30B iz an opan source LoRaWAMN Gateway._ I lelz you bridge LoRa wireless netweark = peCIhCG“ 3i8k

to an IP network via WiFi, Ethemet, 3G or 4G cellular. The LoRa wireless allows vsers 1o send data LoRa Interfoces:
and reach extremely long range: at low data-rakes. s .
1x5X1301 +2x 1 LoRa Tranzceiver

The LG308 iz use semiach packst forwarder and fully compatible with LeRaWAN protocol. Max Output Powsr: 27 dBm
It includes a SX1301 LoRa cencentrator, which provide 10 programmable parallel demedulation Sensitivity: -140dBm

paths.

LG308 has: preconfigured slandard LoRaWAM frequency bands te use for different countries. Ganeral Interfoces:

Uzer ean also customized the FI(:K.]IJH“CY bonds: to uss in their own LoRa netwark.

10M/ 100M RI45 Ports x 2

LG30B ha: optional buillin LoRaVWAN ssrver. System integrator can use it 1e integrate with their 1 = 2.4G WiFi (B02.11 bgn)
exitting loT Service without st up own LoRaWAMN zerver or use 3rd party LoRaWAN ssrvice. 1 x USB hast port

1 = Mini-PCle Interface

Features: Applications: Power Input: 12y, 1A
* Open Source Opan'WW syslem * Smart Buildings & Home Automalion
* Managed by Web GUI, 55H via LAN or WiFi * legistics and Supply Chain Managemsnt
* loRaWAN Galeway * Smart Metering Ordering Inl:o:
* Emulates 4Px LoRa demadulaters * Smart Agriculture ¢ LG308-868 (For Band: EUSSE,INSSS)
* Builtn LoRaWAN sarver * Smart Cilies 3 ¥
* 10 proegrammable parallel demadulation paths * Smart Factory SRR 72 Ve

* LG308-715 [For Bands: US15,AU915,
5923, KR920)
= LG308-915EC25 th wargion)
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Appendix D: Data Sheet of Field Test Device LoRaWAN 915

Adéunls

e Virelacss producte & soluticns

FIELD TEST DEVICE
LoRaVWAN 915

Highlights

* Ready-to-use device

¢ Range up to 25 km

¢ LoRaWAN V1.0 network protocol

o (ClassA&C

LoRa Alliance . High precision GPS

* Dedicated web app.

LoRa' Alliance

Field Test Device - Network validation, prior to your solution deployment

The LoRaWAN Field Test Device by ADEUNIS RF is a ready to use system, which provides
connaction to the any operated network wsing the LoRaWAN V1.0 protocol. i allows to transmit,

receive and instantly view the radio frames on the used network

Equipped with a large LCD screen, you can chedk all operating information (GPS coordinates,
temperature, battery ...} and use of the network (uplink, downlink, SF, Packet Emor Rate .. ).
its ultra-fast and precise GPS, optimises geclocation aperations. .

This Field Test Device is particularly suitable for the validation of applications like sensor
networks, asset tracking, smart buildings, metering, security, or M2M.

With built-in rechargeable battery, this demanstrator allows for many hours of use and can be
recharge with any type of mobile phone charger

Reference

= ARF_8124 AA :Field Test Device LoRaWAN 915
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» Self-powered and rechargeable

Performances

Range : up to 25 km

Power - up to 100mW

Radiated RF power : up to 20dBm
Sensitivity  up to -140dBm
Frequencies ; 902-928MHz
Modulation : LoRa™

Hardware

High predision GPS

Micro USB : batt charging & configuration
Buttton -frame transmission

Firmware

LoRaWAN V1 netwark protocol

Consumption & needs
Battery : 2000mAR
Autonomy: approx. 10 hours
General information

Dimensions : 180 x 72 x 21mm
Weight : 150g
Operating temperature : -20°C /+75°C




Appendix E: Data Sheet of Ultra Long Range Waterproof LoRa Antenna Radio 915 MHz

eal Shrink Tubing

_SMA MALE

F 1 T
o 1 |
N

Unit: mm

liem Specifications
Antenna “Fri:quf:m;}-' Range 1 824-960/1710~-2170MHz
Polarization Linear
Gain 2dBi (Zemith)
V.SWR <2.0
lmpedance 500
Mechanical Cable RGS8 or others
Connector SMA or others
Radome Material ABS
Mounting Method Screw
Environmental Operating Temperature 40 C~+85TC
Relative Humidity Up o 95%
Vibration 10 1o 535Hz with 1.5mm amplitude Zhours
Environmentally Friendly ROHS Compliant
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Appendix F: Data Sheet of DHT11 Temperature and Humidity Sensor

AOSONG

Your specialist in innovating humidity & temperature sensors

Digital relative humidity & temperature sensor DHT11
1. Feature & Application:

*Good precision *Qutstanding long-term stability

*Resistive type *Extra components not needed

*Full range temperature compensated *Long transmission distance, up to 100 meters
*Relative humidity and temperature measurement *Low power consumption

*Calibrated digital signal *4 pins packaged and fully interchangeable

2. Description:

DHTI11 output calibrated digital signal. It applys exclusive digital-signal-collecting-technique and humidity
sensing technology, assuring its reliability and stability. Its sensing elements is connected with 8-bit single-chip
computer.

Every sensor of this model 1s temperature compensated and calibrated in accurate calibration chamber and the
calibration-coefficient is saved in type of programme in OTP memory, when the sensor is detecting, it will cite
coefficient from memory.

Small size & low consumption & long transmission distance( 100m) enable DHT11 to be suited in all kinds of
harsh application occasions. Single-row packaged with four pins, making the connection very convenient.

3. Technical Specification:

Model DHT11

Power supply 3.3-55VDC

Output signal digital signal via Aosong l-wire bus

Sensing element Polymer humidity resistor

Operating range humidity 20-90%RH; temperature 0-50Celsius
Accuracy humidity +-5%RH; temperature +2Celsius
Resolution or sensitivity | humidity 1%RH; temperature 1Celsius
Repeatability humidity +2%RH; temperature +-1Celsius
Humidity hysteresis +-1%RH

Long-term Stability +-1%RH/year

Interchangeability fully interchangeable
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Appendix G: Data Sheet of Flame Sensor

Description

- Detects a flame or a light source of a wavelength in the range of
760nm-1100 nm
- Detection distance: 20cm (4.8V) ~ 100cm (1V)
- Detection angle about 60 degrees, it is sensitive to the flame spectrum.
» Comparator chip LM393 makes module readings stable.
» Adjustable detection range.
- Operating voltage 3.3V-5Y
« Digital and Analog Output
DO digital switch outputs (0 and 1)
AQ analog voltage output
« Power indicator and digital switch output indicator

Interface Description (4-wire)

1) VCC -- 3.3V-5V voltage

2) GND -- GND

3) DO -- board digital output interface (0 and 1)
4) AO -- board analog output interface
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Appendix H: Code 1/4 Arduino TTN with Cayenne Integration

finclude <lmic._h>
#include <hal/hal.h>
finclude <5PI_h>

#include <dht.h> //{(DHT1l Temperaure and Humidity Library - WICTOR LOPEZ)

dht DHT;

#define DHT11l PIN 5 //{ define input pin Digital 5 - VICTOR LOPEZ)

const int flame pin=3;
int Flame = HIGH; J/ (define Flame — VICTOR LOPEZ)
const int ctl pin=4; //define the output pin of realy

static float temperature, humidity, tem, hum;

ffdefine the input pin of flame sensor (PIN 3 DIGITAL — VICITCR LOFEZ)

static uints_t LPP data[l3] = {0x01,0x€7,0x00, O0x00, 0202, Ox€3, 0200, 02203, Ox01, 0200, 0204, Ox00, 02001} ;
static uint®_t opencml[4]={0x03, 0x00, 0x&E4, 0xFF}, closecml [4]1={0x03, 0x00, 0x00, 0xFF}; //the payload o

static unsigned int count = 1;
#ifdef COMPILE REGRESSION TEST
# define FILLMEIN 0

0x24, 0x74, 0xDF, 0x34, 0x2R, 0xBF, Oxa8

telse
# define FILILMEIN (fdont edit this, edit the lines that use FILLMEIMN)
#endif
S LoRaWilN NwkSEey, network session key from TTH
static const PROGMEM ul t NWESEEY[1l€] = { Ox81, O0x97,
S LoRaWilN RppSKEey, application session key from TIN
static comst ul_t PROGMEM RPPSEEY[1l€] = { OxAl, OxCe,

£/ LoRaWil end-device address (Devhddr) from TTIN
static const ud4 t DEVADDR = 0x260213965;
void os getArtEui (ul t* buf) { }
void os_getDevEui {ul_t* buf) I ﬂ
void os_getDevEey (ul t* buf) { }
static uint8_t mydatal€l;
static osjob t sendjob;

0xBC, Ox€k, 0x8&, 0xD4, 0x59, 0x5B, Ox33

const unsigned TE INTERVAL = 15; // Schedule TX every this many seconds (might becomes longer d
{

const lmic pinmap lmic pins =

-mss = 10,
.rxtx = LMIC UNUSED PIN,
.rst = 5,

.dio = {2, &, 71,
1
vold onEwvent (ev t ew) |
Serial .print{os_getTime());
Serial _print{™: ");
switch{ew) {
case EV SCAN TIMEQUT:
Serial .println(F{"EV_SCAN TIMEOUT™));
break;
case EV_BEARCON FOUND:
Serial .println(F("EV_BERCON FOUND™)):
break;
case EV BEACOON MISSED:
Serial .println(F({"EV_BERCON MISSED™));
break;
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Appendix H: Code 2/4 Arduino TTN with Cayenne Integration

case EV _BERCON TRACFED:
Serial .println(F("EV_BERCON TRACEED™)):
break;
case EV_JOINING:
Serial .println(F("EV_JOINING"));
break;
case EV_JOINED:
Serial .println(F("EV_JOINED"));
break;
case EV_JOIN FRILED:
Serial .println(F(™EV_JOIN FAILED"));
break;
case EV REJOIN FAILED:
Serial .println(F("EV_REJOIN FRILED"));
break;
case EV THCOOMPLETE:
Serial .println(F("EV_TECOMPLETE (includes waiting for BX windows)"));
if (IMIC.txrxFlags & TERX RACE)
Serial .println(F({"Received ack™));
if (LMIC.datalen) {
Serial . println(F("Received "));
Serial .println{LMIC datalen);
Serial .println{F{"™ bytes of payload™));

} // SBchedule next transmission
os_setTimedCallback(&tsendjock, os_getTime()+secZosticks (TX INTERVAL), do_send);
break;

case EV _LOST TSYNC:
Serial .println{F("EV_LOST TSYHC")):
break;

case EV _BESET:
Serial .println(F("EV_ERESET"™));
break;

case EV BXCOMPLETE:
Serial .println(F("EV_RECCOHPLETE™)): // data received in ping slot
break;

case EV _LINE DEAD:
Serial println(F("EV_LINE DERD™));
break;

case EV _LINF ALIVE:
Serial .println{F("EV_LINE ALIVE")):
break;

case EV _THESTART:
Serial println(F("EV_THSTRRT"));
break;

default:
Serial .print (F{"Unknown ewvent: ")):
Serial println{{unsigned) ew);

break;
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Appendix H: Code 3/4 Arduino TTN with Cayenne Integration

void do_send{osjob t* j){

if (IMIC.opmode & OP THREDEND) | f# Check if there is not a current TE/BX job running
Serial.p:intln{Fﬂ“DF_IXRXFEND, not sending™));

} else {
dhtTem() ; S 4 Prepare upstream data transmission at the next possikle time.
pinread(); /4 Prepare upstream data transmission at the next possikle time.

LHIC_sethDataZil,LPP_data, 5izecdePP_dataj, 0); #/F This command sends the Data

Serial _println{F{"Packet gueued"));
Serial println{F{"Packet gueued"™));
Serial _print (F{"Sending packet on freguency [Hz]l: "));

Serial println{IMIC. freq);

}
}
void setupl) {
while (!Serial); /f wait for Serial to be initiali=zed
Serial .begin{l115200);
delay {100} ; £/ per sample code on RF_S& test

Serial .println{F{"Starting™));
#ifdef VCC_ENRBLE

pinMode (VOC_ENABLE, OUIPUT);
digi:alﬁriteﬂUCC_ENhBLE, HIGH) ;
delay{1000);

gendif
os_initi): A4 IMIC imit
LHIC_regetﬂj; J ¢ Beset the MRC state. Session and pending data transfers will be discarded.

#ifdef PROGHEM

uinua_t appskey[sizecf (RPESEEY)];

uint?_t nwkskey[sizeof (NWESEEY)];

memcpy P (appskey, APPSEEY, sizecf (APPSEEY));

memcpy_ P {nwkskey, NWESEEY, sizeci (NWESEEY));

IMIC setSession (0x13, DEVRADDR, nwkskey, appskey);

telse

IMIC setSession (0x13, DEVADDR, NWESEEY, APPSEEY);

fendif

for (int c = 0; c < 72; ctH) | Ff disable all 72 channels used by TTH
IMIC disableChannel(c);

}

IMIC enmableChannel{g8); // (Channel 2 Freg = 502500000 - VICTOR LOPEZ)

LHIC_setLinkCheckHDdetﬂj;

IMIC. dn2Dr = DR SFS; A/ TIH uses 5F5 for its B2 window.
LHIC_setDrTxpaHtDR_SF?,143; ff Bet data rate and transmit power for uplink
do_send{&isendjob); ff Btart job

}

void dhtTem|)

{

intleé t tem LPP;

temperature = DHT.readllﬂDHTll_PINj; J/Bead Tmperature data
tem = DHT.temperature*l _0;

humidity = DHT.readll (DHT1l PIN); ffRead humidity data
hum = DHT .humidity* 1.0;
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Appendix H: Code 4/4 Arduino TTN with Cayenne Integration

Serial .print ("##32EEEEE88 gt I
Serial .print ("COUNTI=");

Serial .print {count) ;

Serial .println(™ gigggggagas”);

Serial .println{F{"The temperature and humidity:"));
Serial .print{™[");

Serial .print (tem) ;

Serial .print(™"C");

Serial .print(™,");

Serial .print (hum) ;

Serial .print {"%");

Serial .print{™]™);

Serial .println{"™);

Serial .println{"Fire?: No = 1; YES5 =0 "); f/ (Flame Sensor - VICICR LOPEZ)
Flame = digitalRead({flame pin);

Serial .println{Flame) ;

count++;
tem LPP=tem * 107
LPP_datal2] = tem LPP=:8;
LEFP_data[3] = tem LPP;
LPP_datal[€] = hum * 2Z;

}

void pinread()

{

int wal,wall;
val=digitalRead{ctl pin);
vall=digitalRead({flame pin);
if (val==1)

i
LPP data[9]=0x01;
}
else
{
LPP data[9]=000;
}
if (wvall==1)
{
LPP datal[l2]=0x01; £ origimnal
T
else
{
LPP datal[l2]=0x00; fforiginal
}

unsigned long now;

now = millis{);

if ({now & 512) I= 0) {
digitalWrite (13, HIGH);

}

else {
digitalWrite (12, LOW);

}

os_runloop once();

}
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Appendix I: Code 1/3 Arduino ThingSpeak

ginclude <dht_h=

ginclude <5PI_h=

ginclude <LoRa_h=

dht DHT;

#define DHT1l PIN RO

const int flame pin=3; //define the input pin of flame sensor
const int buzzerPin = 8;

int Flame = HIGH;

int redled = 5;

int greenled = &;

float temperature humidity, tem, hum;

char tem 1[8]={"%0"] hum 1[8]={"%0"],victor fire 1[8]={"\0"}: A/ IVICTCR LOBEZ)

char JL'm:u:.le_icl = "=5g78>"; S/From LE0]1 via web Local Channel settings on MQTT_//Local Channel ID({{
uint?_t datasend[48]; f4 Payload /J/(VICIOR LOPEZ)
unsigned int count = 1;

unsigned long new_time,old time=0;
wvoid setupl()
{
pinHode {(buzzerPin, OUTEUT) ;
pinMode {redled, OUIPUT);
pinHode {greenled, CUTEUT);
pinMode {(flame pin, INPUT);
Serial begin(5€00);
while {(!8erial);
Serial println{F{"Start MOTT Example of the ThingSpeak™));
/4 Fregquency Up—link
if {!LoRa_begin(203%00000))
{
Serial println{"Starting LoRa failed!"™);
while (1);
}
/4 Betup Spreading Factor (€ ~ 12}
LoRa_setSpreadingFactor (7) ;7 S/ SBRERDING FRACTOR 5F - (walor por defecto 7)
// Betup BandWidth, optiom: 7800,10400,15&00,20800,31250,41700,€2500,125000,250000,500000
LoRa_setSignalBandwidth (500000) ; f4 SIGHAL BANDWIDTH - (valor por defecto 125000)
/f Betup Coding Rate:5{4/5),€(4/€),Ti(4,/7),8(4/8)
LoRa . setCodingRated (5) ;7 S CODING RATE - {valor por defecto 5 )
LoRa.setSyncWord (0x34) ;
Serial println{"LoRa init succeeded_™);
pinMode {flame pin, INFUT) ;
attachInterrupt(l, fire, FRALLINE) ;
LoBa.onBeceive (onReceiwve);
LoRa.receiwvel();
}
void dhtTemi)
{
temperature = DHT_readlltDHTll_PINj; //Bead Tmperature data
tem = DHT.temperature*l _0;
humidity = DHT.readll (DHT11l_ PIN); f/Read humidity data
hum = DHT .humidity* 1.0;
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Appendix I: Code 2/3 Arduino ThingSpeak

Serial . println(F{"The temperature and humidity:"));

Serial .print{™[™);
Serial .print {tem);
Serial print{("C");
Serial .print(™,™);
Serial .print (hum) ;
Serial .print (™%™);
Serial .print{™]™);
Serial println{™™);
Flame = digitalRead(flame pin):
Serial .println{Flame) ;
}
void dhtWrite ()
{
char datal[50] = ™\0";
for{int i = 0; i < G0; i++)
{
datal[i] = node id[i];
}
dtostrfi{tem, 0,1, tem 1);
dtostrfihum, 0,1 hum 1);

dtostrf(Flame, 0,1, victor fire 1l); /S (VICIOR LOPEZ)

strcat (data, "fieldl=");
streat (data,tem 1);
strcat (data, "&field2=");

streat (data,hum 1);

strcat (data, "&field3="); S/ {VICTOR LOBEZ)
streat (data,victor fire 1); /7 (VICITCR LOPEZ)

strepy { {ichar *)datasend,data); f/PRCEREZE SEND

Serial.println{{char *)datasend);

Serial .println{sizeof datasend);

void fire{) // Interrupt

Serial .println{"Have fire,the temperature is send");

dhtTemli ) ;

dhtWrite();
LoRa_beginPacket {);
LoRa.print { {char *)datasend);
LoRa.endPacket {) ;

vold SendDatal)

LoRa_beginPacket {);
LoRa.print { {char *)datasend);
LoRa.endPacket {) ;

Serial . .println({"Packet Sent™);
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Appendix I: Code 3/3 Arduino ThingSpeak

vold loop()
{

new_time=millis{);

if (new_time - old time == 0000 || old_time = 0} e
{

old time = new_time;

Serial .print("f#ifisisiads "l

Serial .print ("COUNT=");
Serial _print {count) ;
Serial .println(™ ddgdddgdgad™);
count++;
dhtTemi) ;
dhtWritel);
SendDatal);
LoRa.receive () ;
¥
Flame = digitalRead(flame pin); //(VICTOR LOPEZ)
if (Flame== LOW)
1
digitalWrite (buzzerPin, HIGH);
digitalWrite (redled, HIGH);
digitalWrite {greenled, LOW);
}
glse
1
digitalWrite (buzzerPin, LOW);
digitalWrite {greenled, HIGH);
digitalWrite {redled, LOW);

!
vold onReceive (int packetSize) [
/f receiwved a packet
Serial .print ("Received packet : ");
/f read packet
for {(imnt i = 0; i < packetSize; it++) {
Serial .print({{char)lLoRa.read());
}

Serial .print {"\n\r"):
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Appendix J: 120 Combinations ToA [ms] Experimental Results 1/4

104

Distance Experimental Experimental
Test Sensors Bytes SF CR BW [Hz]
[meters Toa[s] ToA [ ms]

1 | a0 2 | » B afs 10400 1.0062908

2 10 e afs 62500 0.178084 178.084
3 10 2 | o [ afs 125000 0.1090652  109.0652
a 10 e afs 250000 0.0380796 38.0796
5 10 2 | » afs 500000 0.0284202 28.4202
6 10 HE af6 10400 1.1453602| 11453692
7 10 2 | o af6 62500 0.1965362  196.5362
8 10 2 | 2 | afé 125000 0.1081636  108.1636
s 10 2 | 2 [ af6 250000 0.0675732 67.5732
10 10 e af6 500000 0.0309132 30.9132
1 10 2 | o [ af7 10400 1.3012958
12 10 e af7 62500 0.2262666  226.2666
13 10 2 | » af7 125000 01201258  129.1258
14 10 e af7 250000 0.0568704 56.8704
15 10 2 | o a/7 | 500000 0.0382652 38.2652
16 10 2 | 2 | afs 10400 1.436439 1436439
17 10 2 | 2 [ afs 62500 0.253262 253.262
18 10 e afs 125000 01313838 131.3838
19 10 2 | o [ afs 250000 0.0632582 63.2582
20 10 e afs | 500000 0.0540672 54.0672
21 10 2 | afs 10400 1.753264a] 17532644
22 10 2 | » afs 62500 0.300497 300.497
22 10 2 | 2 afs 125000 0.147669 147.669
24 10 2 | 2 afs 250000 0.0712464 71.2464
25 | 10 2 | afs 500000 0.0424776 42.4776
26 10 2 29 4afa 10400 Mo connection
27 10 e af6 62500 03415748  341.5748
28 10 2 | 2 af6 125000 01821744  182.1744
29 10 2 | 2 af6 250000 0.0786134 78.6134
30 10 2 | » 4f6 500000 0.0455994 45.5094
31 10 2 | 4/7 10400 No connection |NG connection
322 10 2 | 2 af7 62500 03803134  380.3134
33 10 2 | af7 125000 01890604  189.0604
34 10 2 | 2 af7 250000 0.115156 115.156
35 10 e a/7 | 500000 0.059169 59.169



Appendix J: 120 Combinations ToA [ms] Experimental Results 2/4

Distance
Test # Sensors Bytes
[meters]
36 10 2 29
37 10 Z 29
38 10 2 29
39 10 2 29
40 10 2 29
41 10 2 29
432 10 2 29
43 10 Z 29
44 10 2 29
45 10 Z 29
46 10 2 29
47 10 2 29
48 10 2 29
49 10 2 29
50 10 2 29
51 10 Z 29
52 10 2 29
53 10 Z 29
24 10 2 29
55 10 2 29
56 10 2 29
57 10 2 29
58 10 2 29
39 10 Z 29
60 10 2 29
61 10 Z 29
62 10 2 29
63 10 2 29
64 10 2 29
%] 10 2 29
i3} 10 2 29
67 10 Z 29
68 10 2 29
69 10 Z 29
70 10 2 29

SF

9
]
9
9
E]
9
9
E]
9
]
9
9
E]
9
9
E]
9
]
9
9

10

i

e

e EE B e

Experimental Experimental

o W e ToA[s] ToA[ms]
4/8 10400 Mo connection

4/8 52500 0.4181606

4/8 125000 0.2148256 214.8256
4/8 250000 0.1062128 106.2128
4/8 | 500000 0.0572764 57.2764
a/5 10400 3.262407

4/5 62500 0.5537938

4/5 125000 0.278836 278.836
4/s 250000 0.139119 139.119
4f/s 500000 0.0708678 70.8678
4/6 10400 3.680901

4/6 62500 0.6251876

4/6 125000 0.3083334 308.3334
4f6 250000 0.150207 150.207
4/6 500000 0.077996 77.996
a/7 10400 4,149917

4/7 62500 0.6933106

4/7 125000 0.3449912 344.9912
4/7 250000 0.1772468 177.2468
4/7 500000 0.0941504 04,1504
4/8 10400 4.55843

4/3 52500 0.7742132

4/8 125000 0.3926112 392.6112
4/8 250000 0.1866918 186.6918
4/8 | 500000 0.0968262 96.8262
4/5 10400 Mo connection

a/5 62500 1.0004124

4/5 125000 0.5017028

4/5 250000 0.2532028 253.2028
4f/s 500000 0.13781 137.81
4/6 10400 Mo connection

4/6 52500 1.1400018

4/6 125000 0.5750668

4/6 250000 0.2869412 286.9412
4/6 500000 0.1442738 144.2738
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Appendix J: 120 Combinations ToA [ms] Experimental Results 3/4

106

Distance Experimental Experimental
Test Sensors Bytes SF CR BW [Hz]

[meters] Toa[s] ToA[ms]
70 10 2 29 ,’@ 4/6 500000 0.1442738 144.2738
71 10 2 29 10 4/7 10400 No connection
72 10 2 29 ,’_:ﬂi a7 62500 1.266253
73 10 2 20 [ af7 125000 0.6310718
71 10 2 29 :ﬁ; a7 250000 0.3226322 322.6322
75 10 2 29 10 4/7 | 500000 0.164676 164.676
76 10 2 29 :fg 4/8 10400 Mo connection
77 10 2 29 | 10 a/s 62500 1.395084
78 10 2 29 ,’@ 4/8 125000 0.7025698
79 10 2 29 10 4/8 250000 0.3512968 351.2968
80 10 2 29 10 4f8 500000 0.178683 178.683
81 10 2 29 11 4/5 10400 Mo connection
82 10 2 29 11 af5 62500 1.6435745
83 10 2 29 11 4/5 125000 0.8119005
84 10 2 29 11 4f5 250000 0.22061 220.61
85 10 2 29 11 4fs5 m 0.164983 164.983
86 10 2 29 11 4/6 10400 Mo connection
87 10 2 29 11 a6 62300 1.855305
88 10 2 29 11 a/6 125000 0.9007425
89 10 2 29 11 4/6 250000 0.442041
90 10 2 29 11 4f6 500000 0.196 196
91 10 2 29 11 a/7 10400 Mo connection
92 10 2 29 11 417 62500 2026975
93 10 2 29 11 af7 125000 1.020916
sS4 10 2 29 11 a/7 250000 0.4794195
95 10 2 29 11 af7 smmu 0.243952 243,952
96 10 2 29 11 4/8 10400 Mo connection
97 10 2 29 11 4/8 62500 2.2262915
98 10 2 29 11 a/8 125000 1.0805455
99 10 2 29 11 4/8 250000 0.533692
100 10 2 29 11 4/8 200000 0.236316 236.316
101 10 2 29 12 4fs5 10400 Mo connection
102 10 2 29 12 4f5 62500 3.2885115
103 10 2 29 12 a/s5 125000 1.6246125
104 10 2 29 12 a/s5 250000 0.804148



Appendix J: 120 Combinations ToA [ms] Experimental Results 4/4

107

Distance Experimental Experimental
Test it Sensors Bytes SF CR BW [Hz]
[meters] ToA[s] ToA[ms]
105 10 2 29 12 4/5 500000 0.388149 388.149
106 10 2 29 12 4/a 10400 Mo connection
107 10 2 29 12 4/6 62500 Mo connection
108 10 2 29 12 4/6 125000 1.8506555%
109 10 2 29 12 4/a 250000 0.898764
110 10 2 29 12 4/6 500000 0.422830333
111 10 2 29 12 47 10400 Mo connection
112 10 2 29 12 /7 62500 Mo connection
113 10 2 29 12 47 125000 2.049103
114 10 2 29 12 47 250000 0.9948655
115 10 2 29 12 4/7 500000 0.4992625
116 10 2 29 12 4/8 10400 Mo connection
117 10 2 29 12 4/8 62500 Mo connection
118 10 2 29 12 4/8 125000 2.251086
119 10 2 29 12 4/8 250000 1.081637
120 10 2 29 12 4/ | 500000 0.537838



Appendix K: 57 Combinations ToA [ms] Experimental Results 1/2

108

Distance Experimental Experimental
Test & Sensors Bytes SF CR BW [Hz]
[meters] ToA[s] ToA [ ms]
1 10 2 29 7 4/5 62500 0.178084 178.084
2 10 2 29 7 4/5 125000 0.1090652 109.0652
3 10 2 29 7 4/5 250000 0.0380796 38.0796
4 10 X 29 7 4/5 500000 0.0284202 28.4202
5 10 2 29 7 4/a 62500 0.1965362 196.5362
i) 10 2 29 7 4/a 125000 0.1081636 108.1636
7 10 2 29 7 4/6 250000 0.0675732 67.5732
8 10 X 29 7 4/a 500000 0.0300132 30.9132
9 10 2 29 7 47 62500 0.2262666 226.2666
10 10 2 29 7 4/7 125000 0.1201258 1201258
11 10 2 29 7 4/7 250000 0.0568704 56.8704
12 10 X 29 7 4/7 500000 0.0382652 38.2652
13 10 2 29 7 4/8 62500 0.253262 253.262
14 10 2 29 7 4/8 125000 0.1313838 131.3838
15 10 2 29 7 4/8 250000 0.0632582 63.2582
16 10 X 29 7 4/8 500000 0.0540672 54.0672
17 10 2 29 4/5 62500 0.300497 300.497
18 10 2 29 4/5 125000 0.147669 147.669
19 10 2 29 4/5 250000 0.0712464 71.2464
20 10 X 29 4/5 500000 0.0424776 42 4776
21 10 2 29 4/a 62500 0.3415748 341.5748
22 10 2 29 4/a 125000 0.1821744 182.1744
23 10 2 29 4/6 250000 0.0786134 78.6134
24 10 X 29 4/a 500000 0.0455994 45.5994
25 10 2 29 47 62500 0.3803134 380.3134
26 10 2 29 4/7 125000 0.18%0604 180.0604
27 10 2 29 4/7 250000 0.115156 115.156
28 10 X 29 4/7 500000 0.059169 50.169
29 10 2 29 4/8 125000 0.2148256 2148256
30 10 2 29 4/8 250000 0.1062128 106.2128
31 10 2 29 4/8 500000 0.0572764 L7.2764



Appendix K: 57 Combinations ToA [ms] Experimental Results 2/2

[  Distance - | | - - Experimental . Experimental -
Test Sensors Bytes SF CR BW [Hz]

: _ [meters] _ _ ToA[s] . ToA[ ms] |
32 10 2 29 9 4/5 125000 0.278836 278.830
33 10 2 29 9 4/5 250000 0.139119 139.119
34 10 2 29 9 4/5 200000 0.0708678 70.8078
35 10 2 29 9 4/6 125000 0.3083334 308.3334
36 10 Z 29 9 4/a 250000 0.150207 150.207
a7 10 2 29 9 4/6 500000 0.077996 77.996
38 10 2 29 9 4/7 125000 0.3449912 344.0912
39 10 2 29 9 4/7 250000 0.1772468 177.2468
40 10 2 29 9 4/7 500000 0.0941504 94.1504
41 10 2 29 9 4/8 125000 0.3926112 3092.6112
42 10 2 29 9 4/8 250000 0.1866918 186.0918
43 10 2 29 9 4/8 500000 0.0968202 06.8202
44 10 Z 29 10 4/5 250000 0.2532028 253.2028
45 10 2 29 10 4/5 500000 0.13781 137.81
46 10 2 29 10 4/a 250000 0.2869412 286.09412
47 10 2 29 10 4/a 200000 0.1442738 144.2738
48 10 2 29 10 4/7 250000 0.3226322 322.6322
49 10 2 29 10 47 500000 0.164676 164.676
50 10 2 29 10 4/8 250000 0.3512968 351.2968
51 10 2 29 10 4/8 500000 0.178683 178.683
52 10 Z 29 11 4/5 250000 0.22061 220.61
53 10 2 29 11 4/5 500000 0.164983 164.983
54 10 2 29 11 4/a 200000 0.196 196
55 10 2 29 11 4/7 500000 0.243952 243.952
56 10 2 29 11 4/8 500000 0.236316 236.316
57 10 2 29 12 4/5 500000 0.388149 38E.1149
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Appendix L: 57 Combinations ToA [ms] Experimental vs. Theoretical Results 1/7

110

Distance SEND RECEIVED Experimental Experimental -
Test Sensors Bytes SF CR  BW [Hz] . 7
[meters] Time [s] Time [s] ToA[s] ToA[ms] _
1 10 4 S 7 | a4/5 62500 17.17 17.390049 0220049 = 220049 20531
2 | 10 4 51 7 | a/5 125000 21.998 22116982 0.118982 118982 102.66
3 10 4 51 7 | a/5 250000 31.792 31858268  0.066268 66.268 51.33
4 10 4 51 7 | a5 500000 35452 35517689  0.065689 65.689 25.66
5 10 4 51 7 | 4/6 62500 4511 5184118 0273118  273.118 23808
6 10 4 51 7 | a4/6 125000 13.462 13.602937 0.141937 141937  119.04
7 10 4 51 7 | 4/6 250000 8.824 8.303369  0.079369 79.269 59.52
s 10 4 51 7 | 4/6 500000 51.542 51586774 0.044774 24.774 29.76
9 10 4 51 7 | a4/7 62500 53.393 53.692461 0.300461 300461  270.85
10 10 4 51 7 | a4/7 125000 46.151 46299185  0.148185 148.185 = 135.42
1 10 4 | s1 7 | a/7 250000 27.066 27170924 0.104924  104.924 67.71
12 10 4 51 7 | a/7 [500000 1984 2043618  0.064618 64.518 33.36
13 10 4 51 7 | a4/8 62500 14.305 14616311 0311311 311311  303.62
14 10 4 51 7 | a4/3 125000 19.424 19.599631 0.175631  175.631 15181
15 10 4 51 7 | a/s 250000 3.827 3.910938  0.083938 83.938 75.9
16 10 4 51 7 | a3 500000 43.795 43.861641  0.066641 66.641 37.95
17 10 4 | =1 4/5 62500 53.376 53.764659 0.388659 388.659 369.66
18 10 4 | 51 4/5 125000 54.773 549736  0.2006 200.6 184.83
19 10 T 4/5 250000 25.262 25386365 0.124365  124.365 92.42
20 10 4 | s 4/5 500000 53.314 53.401057  0.087057 87.057 46.21
21 10 4 | s 4/6 62500 15.901 16334781 0.433751 |RAGeia2z000
22 10 4 | s 4/6 125000 20.001 20236531 0.235531 235.531 213.5
23 10 a | s 4/6 250000 14.691 14.827647 0136647  136.647 10675
24 10 4 =1 4/6 500000 32.653 32733558  0.075558 75.558 53.38
25 10 a4 | 51 4/7 62500 7.601 8.098962  0.497962 |NAG7062 0 As4.350
26 10 a | s 4/7 125000 2.927 3.179667  0.252667 | 252.667 242.18
27 10 a | s 4/7 250000 31491 31646134 0155184 155184 12109
28 10 a4 | 51 a/7 500000 41.098 41202424 0.104424  104.424 60.54
29 10 4 | s 4/g 125000 57.843 58119525  0.276525 276.525  270.85
30 10 4 | s 4/ 250000 28.104 28276694 0172694 172.694 13542
31 10 a | s 4/ 500000 20.747 20.85076  0.10376 103.76 67.71
32 10 4 =1 4/5 125000 43.678 44.050912 0372912  372.912 328.7
33 10 A4 51 9 | a5 250000 49.57  49.78273  0.21273 212.73 164.35




Appendix L: 57 Combinations ToA [ms] Experimental vs. Theoretical Results 2/7
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Distance SEND RECEIVED Experimental Experimental -
Test i Sensors Bytes  SF CR  BW[Hz] _. :

[meters] Time [s] Time [s] ToA[s] ToA[ms]
3 10 4 51 9 | 4/5 500000 5643 575902  0.11602 116.02 82.18
35 10 4 51 | 9 | 46 125000 32.816 33.243767 0.427767 |NGRIGHNN 377.86
36 10 4 51 9 | 4f6 250000 38.895 39.125646 0.230646 230.646 188.93
37 10 4 51 9 | 4/6 500000 57.078 57.194246 0.116246  116.246 94.46
38 10 4 51 | 9 | 4/7 125000 22711 23162537 0.451537 |RASESSiazi0in
39 10 4 51 9 | 4/7 250000 27.661 27.908178 0.247178  247.178 213.5
a0 10 4 51 9 | 4/7 /500000 26.388 26.534868 0.146868  146.868 106.75
a1 10 4 51 | 9 | 4/8 125000 22.033 2252672 0.49372 |[NAORiGio o
2 10 4 51 9 | a/a8 250000 33.221 33.492679 0.271679  271.679 238.08
43 10 4 51 9 | 4/3 500000 2235 2367689  0.132689  132.689  119.04
44 10 4 | 51 | 10 | a/5 250000 21.743 22.063774 0.320774 320774  308.22
as 10 4 51 | 10 | 4/5 500000 31.353 31.525865 0.172865 = 172.865  154.11
46 10 a4 51 | 10 | 4/6 250000 22.932 24.293579 0.361579 361579 353.28
47 10 4 51 | 10 | 4/6 500000 2453 2.666744 0.213744 213744  176.64
a8 10 a 51 | 10 | 4/7 250000 22.838 23.231328 0.393328  393.328  398.34
9 10 4 51 | 10 | 4/7 500000 38.491 38.716576 0.225576 225576 199.17
50 10 4 51 10 | 4/s 250000 43.927 44380834 0.453334 |RNASScAN Ao
51 10 4 51 | 10 | 4/38 500000 39.244 39.473918 0.229918  229.918 221.7
52 10 4 51 11 | 4/5 250000 16432 17.071393 0.639393 |INGE oA
52 10 4 51 11 | 4/5 500000 5113 5473197 0354197 354197  287.74
54 10 4 51 11 | 4/6 500000 52.559 52.947101 0.388101  388.101 328.7
55 10 4 51 11 | 4/7 500000 25.142 25579367 0.437967 369.66
56 10 4 51 11 | 4/3 500000 3.73 4214257  0.484257
57 10 4 51 12 | 4/5 500000 10.806 11.430416  0.624416
58 10 5 62 7 | 4/5 62500 37.145 37.405461 0.260461  260.461 236.03
59 10 5 6 7 | 4/5 125000 1854 2014562 0.160562  160.562  118.02
60 10 5 6 7 | 4/5 250000 45.279 45.383243 0.104243  104.243 59.01
61 10 5 6 7 | 4/5 500000 32.011 32.081542  0.070542 70.542 29.5
62 10 5 6 7 | 4/6 62500 40.035 40.347023 0.312023 312023  274.94
63 10 5 62 7 | 46 125000 36.327 36452212 0125212 125212 13747
64 10 5 6 7 | 4f6 250000 34.257 34.364658 0.107658  107.658 68.74
65 10 5 6 7 | 4f6 500000 7.795 7.879755  0.084755 84.755 34.37
66 10 5 62 7 | 47 6250 11423 11.757038 0.334038  334.038  313.86
67 10 5 6 7 | 4/7 125000 12.602 12.786101 0.184101 184101  156.93




Appendix L: 57 Combinations ToA [ms] Experimental vs. Theoretical Results 3/7
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Distance SEND RECEIVED Experimental Experimental-
Test# Sensors Bytes SF CR  BW [Hz] _. 5

[meters] Time [s] Time [s] ToA[s] ToA[ms] ]
68 10 5 | 62 7 | 4/7 250000 16.708 16.823238 0.115238  115.238 78.46
69 10 5 62 7 | 4/7 500000 52.143 52.229101  0.086101 86.101 39.23
70 10 5 62 7 | 4/8 62500 45.884 46.259143 0.375143 | 375143 35277
n 10 5 6 7 | 4/8 125000 17.804 17.993821 0.189821 189.821 176.38
7 10 5 62 7 | 4/8 250000 11.406 11.484898  0.078898 78.898 88.19
77 10 5 62 7 | 4/3 500000 54.788 54.879966 0.091966 91.966 a4.1
7% 10 5 62 4/5 62500 12.508 12985153 0.477153 |NNAIAISS N 410620
7510 5 62 4/5 125000 56.948 57.169641 0221641 221641 205.31
7% 10 5 | 62 4/5 250000 34.603 34.755863  0.152863 = 152.863 102.66
77 10 5 | 62 4/5 500000 9.771 9.887219 0116219 116219 51.33
78 10 5 | 62 4/6 62500 47.691 48.190065 0.493065 |NASSM06S L4766
79 10 5 62 4/6 125000 56.132 56421547 0.289547 289547 238.08
80 10 5 82 4f6 250000 39.049 39.238664 0.189664 189.664 119.04
81 10 5 | 62 4/6 500000 37.354 37.460632 0.106632 106.632 59.52
82 10 5 62 4/7 62500 23.399 23.990901 0591901 |[NNSOLGOLSAL
83 10 5 62 4/7 125000 2575 2.864787  0.289787 289.787 270.85
8 10 5 | 62 4/7 250000 45.606 45.767697 0.161697 = 161.697 | 135.42
85 10 5 | 62 4/7 500000 28.261 28.376657 0.115657 115.657 67.71
8 10 5 62 4/ 125000 23.939 24.276703 0337703 337703 | 303.62
87 10 5 62 4/ 250000 3.302 3.486695  0.184695 = 184.695 1518l
88 10 5 82 4/s 500000 36499 36613166 0.114166 114.166 75.9
89 10 5 62 9 | 4/5 125000 54.569 55.005612 0.436612 |[INASGIGIZNN  369.66
% 10 5 62 9 | 45 250000 4227 4459347 0232347 232347  184.83
91 10 5 62 9 | 4/5 500000 7.807 7.940951  0.133951 133.951 92.42
92 10 5 62 9 | 4/6 125000 12.047 12520267 0.473267 |AIGGIIAZi0
93 10 5 62 9 | 4/6 250000 38.383 38.632037 0.249037 249.037 213.5
9 10 5 62 9 | 46 500000 38.545 38.785213 0.140213  140.213  106.75
95 10 5 62 9 | 4/7 125000 38.268 38.823832 0.555832 |NNDooisaa i dsdasn
% 10 5 62 9 | 4/7 250000 25.785 26.080783 0.295783 295783 24218
97 10 5 62 9 | 4/7 500000 51.032 51.210283 0.178283  178.283 121.09
98 10 5 62 9 | 4/3 125000 28.762 29.353966 0.591966 |NNSOIG60 S
9 10 5 62 9 | 4/3 250000 6.383 7.201445 0.318445 318445  270.85
100 10 5 62 9 | 4/s 500000 32.88 33.06557  0.18557 185.57 135.42
101 10 5 62 | 10 | 4/5 250000 4673 5.063925 0390925  390.925  349.18
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Distance SEND RECEIVED Experimental Experimental-
Test it Sensors Bytes  SF CR BW [Hz] . ;

[meters] Time [5] Time [s] ToAls] ToA[ms]
102 10 5 62 | 20 | 4/5 500000 52.361 52568325 0.207325 _ 207.325 17459
103 10 5 62 | 10 | 4/6 250000 28.286 28.733648  0.447648
104 10 5 62 | 10 | 4/6 500000 56434 56.690415 0.256415  256.415  201.22
105 10 5 62 | 10 | 4/7 250000 31.288 31.776917 0.428917 | EROLiNNIcSEaN
106 10 5 62 | 10 | 4/7 500000 48.595 48.871514 0.276514 276514 227.8
107 10 5 62 | 10 | 4/ 250000 33.533 34.078757 0.545757 |RSASUSINNS0Eoa
108 10 5 62 | 10 | 4/8 500000 6.234 6.519254 0.285254  285.254 254.46
109 10 5 6 11 | 4/5 250000 37.492 38.253785 0.761785
10 10 5 6 11 | 4/5 500000 9.034 9457287  0.423287 328.7
11 10 5 6 11 | 4f6 500000 31.398 31.884326  0.486326 377.86
12 10 5 62 11 | 4/7 500000 13.94 14.463684  0.523684
13 10 5 6 11 | 4/8 500000 51.064 51.625247  0.561247
14 10 5 62 12 | 4/5 500000 36922 37.614212  0.692212
15 10 7 8 7 | 4/5 62500 46.874 47.213978 0.339978  329.978 29747
116 10 7 8 7 | 4/5 125000 15516 15706878 0.190878  190.878 14874
117 10 7 | 8 7 | 4/5 250000 3.279 3.42099 0.141969  141.969 74.37
18 10 7 8 7 | 4/5 500000 46.346 46.99245  0.14645 146.45 37.18
19 10 7 8 7 | 4f6 62500 51591 52.017132 0.426132 |JNG2GHSNN  345.67
120 10 7 | 8 7 | 4f6 125000 45575 45.820833 0.245833 245833 17434
121 10 7 8 7 | 4f6 250000 11216 11.369668 0.153668 153.668 87.17
122 10 7 | 8 7 | 4f6 500000 17.295 17500711 0.105711  105.711 43.58
123 10 7 84 7 | 47 62500 20296 20752379 0.456379 |NASOSIONN 399.57
124 10 7 | 8 7 | 4/7 125000 47578 47.857886 0.279886 279.886  199.94
125 10 7 | 8 7 | 4/7 250000 15935 16.114987 0.179987  179.987 99.97
126 10 7 8 7 | 4/7 500000 5352 53.628294 0.108234  108.294 49.98
127 10 7 8 7 | 4/ 62500 47.714 48.197042 0.483042 |RAGh0dZ R0
128 10 7 8 7 | 4/38 125000 21.289 21590069 0.301069  301.069 22554
123 10 7 | 8 7 | 4/s 250000 51.048 51236532 0.188532  188.532  112.77
130 10 7 | 84 7 | a/s 500000 29.458 29.594761 0.136761  136.761 56.38
131 10 7 | = 4/5 62500 28.762 29.334567 0.572567 |NSISSGIIIESNN
132 10 7 s 4f5 125000 11421 11744168 0.323168 323168 266.75
133 10 7 B 4/5 250000 36483 36.685494 0.202434 202494 133.38
134 10 7 s 4/5 500000 4.165 4.310723  0.145723  145.723 66.69
135 10 7 | = 4/6 62500 53.455 54140691 0.685691 |NNIBESOLI L 62di6a |
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Distance SEND RECEIVED Experimental Experimental-
Test# Sensors Bytes SF CR  BW [Hz] _ 5

[meters] Time [s] Time [s] ToA[s] ToA[ms] ]
136 10 7 | s 4/6 125000 30.572 30.931469 0.359469 359.469 31181
137 10 7 84 4/6 250000 6.833 7.049477 0216477 216477 155.9
138 10 7 84 4/6 500000 53.554 53.688335 0.134335 134335 77.95
133 10 7 84 4/7 62500 51.637 52408271 0.771271
140 10 7 8 4/7 125000 40.415 40.829284  0.414284 356.86
141 10 7 84 a/7 250000 12.866 13.117 0.251 251 178.43
142 10 7 s 4/7 500000 33.458 33.625964 0.167964 167.964 89.22
143 10 7 | 84 4/8 125000 12.718 13.1641 04461 |NAAGNNIRA00S2
144 10 7 s 4/ 250000 3.221 3.459585  0.238585 238585 200.96
145 10 7 84 4/s 500000 28.205 28.350379 0.45379 145379 100.48
146 10 7 84 9 | 4/5 125000 46.122 46.663926 0.541926 |ISALSI6 472060
147 10 7 | 84 9 | a/5 250000 307 31007371 0.307371  307.371 23603
148 10 7 | 84 9 | 4/5 500000 1438 1.626171 0.188171 188171 118.02
149 10 7 84 9 | a/6 125000 1254 13.14531  0.60531 [INGICCIN a0
150 10 7 | 88 9 | 4f6 250000 43.506 44.24003  0.33403 334.03 274.94
151 10 7 84 9 | 4f6 500000 7.5 8.146899  0.196899  196.899 13747
152 10 7 84 9 | a/7 125000 59.208 59.887328 0.679328 |MGIae8 N G2Aii
153 10 7 | 84 9 | 4/7 250000 34988 35371928 0.383928 383.928  313.86
154 10 7 | 84 9 | a/7 (500000 11.237 11438338 0.201338 201338 156.93
155 10 7 8 9 | a/s8 125000 54.428 55.186114 0.758114 |iCOMiAN Ao
156 10 7 84 9 | 4/a 250000 29.455 29.852109 0.397109  397.109 35277
157 10 7 84 9 | a/s 500000 0.219 0.480351 0.261351 261351 17638
158 10 7 84 | 10 | 4/5 250000 57.155 57.660816 0.505816 |NGUSISIGNN Al
159 10 7 | 84 | 10 | 4/5 500000 27.673 27.931981 0.258981 258981 21555
160 10 7 84 | 10 | 4/6 250000 55.886 56.439159  0.553159 |NNSGSAS0 L S00.74
161 10 7 | 84 | 10 | 4f6 500000 35.035 35358043 0.323043 | 323.043 25037
162 10 7 | 84 | 10 | 4/7 250000 7.462 8.092643  0.630643 |NGE0GAS S0
163 10 7 | 84 | 10 | 4/7 500000 41.322 41.669037 0.347037 | 347.037 285.8
164 10 7 84 | 10 | 4/38 250000 38.409 39.121542 0.712542 |iZGA2NGa0
165 10 7 | 84 | 10 | 4/ 500000 16.707 17.09367  0.38667 386.67 320
166 10 7 | 84 11 | 4/5 250000 30.049 31.054738  1.005738
167 10 7 84 11 | 4/5 500000 33.705 34.259667  0.554667
168 10 7 | 84 11 | 4f6 500000 10.823 11.444717 0.621717
169 10 7 | 84 11 | 4/7 500000 44.975 45.646046 0.671046
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Distance SEND RECEIVED Experimental Experimental
Test Sensors Bytes SF CR  BW [Hz] . 7

[meters] Time [s] Time [s] ToA[s] ToA[ms]
170 10 7 | 84 11 | 4/s 500000 26524 27.287612  0.763612
171 10 7 | 84 12 | 4/5 500000 19.258 20.222868  0.964868
172 10 10 118 7 | 4/5 62500 12154 12.633943  0.479943 399.87
173 10 10 118 7 | 4/5 125000 40.472 40.778625 0.306625 | 306.625 199.94
174 10 10 118 7 | 4/5 250000 21.942 22167859 0.225859 225.859 99.97
175 10 10 118 7 | 4/5 500000 54.669 54.818386 0.149386 149.386 49.98
176 10 10 118 7 | 4/6 62500 47.876 48.429258 0553258 |Noness i azioon
177 10 10 118 7 | 4/6 125000 47.93 48295734 0.365734 | 365.734 23578
178 10 10 118 7 | 4f6 250000 37.39 37.615006 0.225006  225.006  117.89
179 10 10 118 7 | 4f6 500000 28.838 29.022366 0.184366 184.366 58.94
180 10 10 118 7 | 4/7 62500 21584 22176539 0.632599 |NBS2oo0 a2
181 10 10 118 7 | 4/7 125000 46.266 46.641805 0.375805  375.805 27162
182 10 10 118 7 | 4/7 250000 22726 22951132 0225132 225132  135.81
183 10 10 118 7 | 4/7 [500000 54137 54.32457  0.18757 187.57 67.9
184 10 10 118 7 | 4/8 62500 14.842 15551022  0.709022
185 10 10 118 7 | 4/8 125000 38.449 38.864008  (0.415008 307.46
186 10 10 118 7 | 4/8 250000 57.231 57.500279 0.269279 | 269.279  153.73
187 10 10 118 7 | 4/ 500000 22651 22.838148 0.187148  187.148 76.86
188 10 10 118 4f5 62500 25.084 25913068 0.829068
183 10 10 | 118 4/5 125000 0.083 0.560391  0.477391 348.67
190 10 10 18 4/5 250000 35.389 35.676508 (0.287508 = 287.508 174.34
191 10 10 118 4/5 (500000 1.845 2.052595 0207595 207595 87.17
192 10 10 18 4/6 62500 45.748 46.680616  0.932616
193 10 10 18 4/6 125000 1.328 1861763  (0.533763
194 10 10 118 4f6 250000 20.215 2056231  0.34731 347.31 205.06
195 10 10 118 4/6 500000 5.946 6197236  0.251236 251236 102.53
19 10 10 118 4/7 62500 13.405 14.464484  1.059484
197 10 10 | 118 4/7 125000 46.218 46.798532  0.580532
198 10 10 18 4/7 250000 26.722 27.082249 0.360249 360.249 235.78
193 10 10 118 a/7 500000 54.801 55010025 0203025 209.025 117.89
200 10 10 18 4/8 125000 55.697 56.348386  0.651386 |NIBOLSEG 53299 |
201 10 10 18 4/8 250000 48.834 49.2156  0.3816 381.6 266.5
202 10 10 118 a/s 500000 26.246 26503464 0.257464  257.464 133.25
203 10 10 18 a/5 125000 54.237 54.953397 0.716397 |HGMO7NNNGISIONN
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Distance SEND RECEIVED Experimental Experimental
Test# Sensors Bytes SF CR  BW [Hz] _. 5
[meters] Time [s] Time [s] ToA[s] ToA[ms]

204 10 10 118 9 4/5 250000 32.283 32.715534 0.432534 317.95
205 10 10 118 9 4/5 m 10.62 | 10.888522 0.268522 268.522 158.98
206 10 10 118 9 4/6 125000 58.812 59.624441 0.812441

207 10 10 118 9 4/a 250000 25,225 25.713849 0.488849 373.25
208 10 10 118 9 4/6 500000 12.472 12.776828 0.304828 304.828 186.62
209 10 10 118 9 4/7 125000 58.92 59.867878 0.947878

210 10 10 118 9 4/7 250000 25.661 26.17178 0.51078

211 10 10 118 9 4/7 m 2.103  2.405983 0.302933 302.983 214.27
212 10 10 118 9 4/8 125000 37.484 38.542296 1.058296

213 10 10 118 9 4/8 250000 13.677 14.274651 0.597651

214 10 10 118 | _9_ 4/8 m 39.3 39.646925 0.346925 346.925 241.92
215 10 10 118 ﬁ 4/5 250000 42.803 43.499577 0.696577

216 10 10 118 | 10 | 4/5 500000 26.14 26548998  0.408998

217 10 10 118 | Eﬁ; 4/a 250000 9.69 | 10.470074 0.780074

218 10 10 118 | 10 | 4/6 500000 35.603 36.072651  0.469651

219 10 10 118 | ﬁ 4/7 250000 31.373  32.281504 0.508904

20 10 10 118 | 10 | 4/7 500000 14.877 15.364075  0.487075

221 10 10 118 § ﬁ 4/8 250000 17.465 18.459805 0.994805

222 10 10 118 | 10 4f/g 500000 53.159 53.696447  0.537447

223 10 10 118 11 4/5 250000 0.297  1.647711 1.350711

224 10 10 118 11 4/5 500000 32.174 32.8934 0.7254

225 10 10 118 11 4/a m 13.39 | 14.256512 0.866512

226 10 10 118 11 4/7 500000 2.777 3.70705 0.932005

227 10 10 118 11 4/8 m 35.249 36.274752 1.025752

228 10 10 118 12 4/5 500000 31.402 32.694542 1.292542
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